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Abstract. New e-commercebusinessmodelsattemptto exploit informationtechnologyto overcome
the limitations of traditionalbusinessmodels.The usualmotivation is to lower costsby improving
theefficiency of businessprocesses.Oneof of thebasicrequirementsfor thesuccessof thesebusiness
modelsis securitymechanismsagainsttheftor otherfraud.Earlye-commercesystemsusedcustomized
securitysolutions.With therapid increasein thenumbersof suchsystems,however, developingcus-
tomizedsecuritymechanismsfor eachsystemis notaviablesolution.Anotherreasonagainsttheuseof
customizedsecuritysolutionsis thecomplexity of thenew businessmodelsandtheir continuousevo-
lution. Thecomplexity of themodelsstemsfrom an increasein thenumberof rolesandinteractions.
Thesimplecustomer-vendormodelis oftenaugmentedby alargenumberof third-partyintermediaries,
complicatingtheoverall securityassessmentof e-commercebusinessmodels.To addresstheseprob-
lems,this paperpresentsa simpleapproachto understandinge-commercebusinessmodelsby phases
in businessprocessesandrolesandinteractionsin eachphase.A concretebusinessmodelis defined
by mappingit ontoacertainsequenceof phases.Weuseour modelto categorizeseveralnew business
modelsof currentinterestto the businesscommunity. We thenanalyzethe specificsecurityrequire-
mentsof thesebusinessmodelsandhighlight potentialthreatscenariosanddescribetheir solutions.
Thecontribution of thepaperis in thedecompositionapproachfor e-commercebusinessmodelsand
its applicationto thesystematicassessmentof theirsecurityrequirements.

1 Intr oduction

The Internethasbecomethe most relevant platform for e-commerce.Vendorsandcustomersof various
market segmentsaretradingvia theInternetusinga numberof differentbusinessmodels.Additional new
businessmodelsemergedueto thedynamicsin e-commerceandnew demandsin theelectronicmarkets.
Of course,the main goal of doing businessis to make profit underthe assumptionthat every involved
party respectsthe rulesthat aredefinedby the legal framework (if sucha framework alreadyexists and
if it is applicableto the trans-nationalcharacterof e-commerce).As in real life this assumptionis clearly
too idealistic:Experienceshows thate-commercesuffers from thesamepossiblethreats,suchastheft or
fraud, asnon-electronicbusiness.Even worsethe possibilitiesof the electronicenvironmentsometimes
make it easierto commit illegal actionsat a largerscale.Thenew businessmodels,however, canonly be
successfulif their technicaldesignandimplementationaredonein a secureway to preventthreats.Thus,
besidebasetechnologies,suchasexchangeformats,interactionprotocols,andpaymentsystems,security
is a mainissuein e-commerce[15].
In early e-commercesystemsthe businessmodelswerequite simple.Typically they wereelectronicre-
implementationsof traditional modelswith a small numberof involved roles, for example,customer-
vendor, customer-vendor-bank.Thesesystemsusedcustomizedsecuritysolutionsandconsideredmainly
peer-to-peersecurity, i.e.,securityissuesbetweentwo communicationpartners(2-partysecurity).With the
rapid explosionof suchsystems,developingsecuritymechanismsfrom scratcheachtime is no longera
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viablesolution.Additionally, 2-partysecuritycannoteasilybegeneralizedto n interactingparties(n-party
security),becausewith thenumberof interactingpartiesalsoa muchhighernumberof securitythreatsis
possible(for example,by collusionsbetweenparties).
Thisisespeciallytruebecausethenew businessmodelsarecomplex andevolvingbecausethey arebasedon
thebusinesscooperationbetweenseveralpartners.Thecomplexity derivesfrom anincreasein thenumber
of rolesandinteractions.The simplecustomer-vendormodelhasbeenaugmentedby a large numberof
intermediariesandsuppliers.The new businessprocessesfrequentlyhave a highercomplexity andhave
no correspondinganalogsin the real world, i.e., they arenot re-implementationsof traditionalbusiness
models.Furthermore,new techniquessuchassophisticateduserprofiling areintroduced.A securitymodel
mustapplyto all rolesandinteractionsandsupportthe integrationof specificsecuritysolutionsbasedon
thespecificrequirementsof thee-commercebusinessmodel.
As in the tangibleworld e-businessis donein phases:advertising,negotiation (endswith a contract),
ordering,payment,anddelivery(relevantmainlyfor businessesinvolving intangiblegoods).Dependingon
theconcretebusinessmodelphasesmaybeleft out or their ordermaybechanged.For example,payment
could be donebeforeor after delivery. The businessmodelsthemselves are definedby mappingthese
phasesonto the partiesinteractingin a businessmodel,i.e., which partiesinteractin which phaseof the
model.
With thenew businessmodels,which involvemorepartiesandmorecomplex interaction,andtheupcom-
ing domainof i-commerce(tradingof intangiblegoodssuchas informationor software),new security
problemsarisefor which technicalsolutionsexist but havereceivedlittle attentionsofar. Secureandtrust-
worthycommercialrelationshipsrequireabetterunderstandingof therisksandhow they canbeaddressed
technically. Onceanattackis successfulandbecomespublic,theharmresultingfrom thelossof reputation
canbemuchhigherthanpossibledirectmonetarylossescausedby theattack.To preventsuccessfulattacks
theimportantquestionsto beansweredare:

– Whatarethepotentialsecurityholesof thenew businessmodels?
– Whatarethedifferencesfor thesebusinessmodelsfromasecuritypointof view if dealingwith tangible

andintangiblegoods?
– Cantheseproblemsbesolvedundersimpleassumptionsin thetrustmodel?
– Cantheseproblemsbe solved underharderassumptionsin the trust model(for example,colluding

partners)?
– Whatarethesecuritymethodsto solve theseproblems?

A systematicandgeneralapproachto discoverall possibleproblemsandscenarioshasnotbeendefinedso
far. At themomentsecurityanalysisof businessmodelsis doneadhocandheavily dependson intuition
andexperience.Answersto the previous questionscanonly be given for the new businessmodelsin a
generalform. Specificvariantsof businessmodelsmayyield new securityproblems.
This paperpresentsa phasesmodelfor e-commercesystemswhich is appliedin a systematicapproachto
assessthesecurityof ane-commercebusinessmodelanddiscussestechniquestoovercomepossiblethreats.
Section2 presentsthephasesmodel.We describetheinvolvedbusinessrolesandtheexchangedartifacts.
Thenwe breakdown the businessprocessinto phases(advertising,negotiation,ordering,payment,and
delivery)anddescribethem.Theactualbusinessmodelsarederivedby mappingthephasesontotheroles
that interactin a certainphaseand the sequencein which the phasesoccur. At the end of this section
we classifythecurrentlyrelevantbusinessmodelsin termsof our model.As a prerequisitefor a security
analysisof businessmodelsSection3 describesthesecuritythreatsto beconsidered.Section4 thenmaps
thesecuritythreatsontothebusinessprocessphases(andthusontothebusinessmodels),analyzespossible
threatsfor eachphaseandpresentssecuritymechanismsto overcomethem.This allows us to definethe
securitythreatsfor a specificbusinessmodelandhow they canbeaddressed.Finally Section5 roundsout
thepaperwith ourconclusions.

2 Modeling the BusinessProcess

Accordingto [18] abusinessmodelfor e-commerceis definedas

– anarchitecturefor theproduct,serviceandinformationflows, includinga descriptionof the various
businessactorsandtheir roles;
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– a descriptionof thepotentialbenefitsfor thevariousbusinessactors;and
– a descriptionof thesourcesof revenues.

In this sectionwe definea generalmodel for e-commercebusinessmodelsaccordingto this definition.
Thedefinitionwill bedonein severalsteps:First we will describethe involvedbusinessactorsandtheir
possiblerolesand the exchangedartifacts.Thenwe will defineanddescribethe phasesevery business
modelmayinvolve includingthepossibleservices,informationflows,benefitsfor thebusinessactorsand
sourcesof revenues.In thefinal stepwemapthesephasesontothecurrentlyrelevantbusinessmodelsand
describethemin termsof our model.Thedefinitionof businessmodelsin termsof phasessimplifiesthe
investigationof securitythreatsthatwill bedonein Section4. Additionally thephasemodelfacilitatesto
coverall possiblebusinessmodelsevenif they arecurrentlynotused.

2.1 BusinessRolesand Artifacts

Every possiblebusinessmodelcanbemodeledwith threebusinessroles:customers,providers,andinter-
mediaries.A customerrequestsservicesor productsfrom providersor intermediaries,expectsthedelivery
of therequestedproductor service,andpossiblyhasto payfor it. A providergeneratesandoffersproducts
or servicesto customersandintermediaries,deliversthemaccordingto thenegotiatedbusinessterms,and
mayrequirepaymentfor them.An intermediaryoffersservicesto customers,providers,andintermediaries
andpossiblyoffersproductsto customersor otherintermediaries.A concretebusinessmodelcaninvolve
any numberof any of theserolesbut at leastmustconsistof acustomeranda provider.
The servicesand productsan intermediaryoffers can be manifold. It can provide searchand retrieval
services,advertiseproductsor services,group,order, enhance,or aggregateinformationproducts,or pro-
videmediation,negotiation,delivery, security, or paymentservices.Theunderlyingideais thatcustomers,
providers,or intermediariescandelegatecertainfunctionalitiesto specializedintermediariesso that they
do not have to addresscertainissuesthemselves(e.g.,a credit cardcompany offers electronicpayment
servicesfor customersandproviders).
In the trading (business)processbetweentheseactorsthe following main artifactsare produced,used,
exchanged,andmodified[7]:

Request: definesa serviceor producta party is interestedin; sentfrom a customeror intermediaryto a
provideror intermediary

Offer: definesa serviceor productof a provider or intermediary(including legal termsandprices);sent
from a provideror intermediaryto a customeror intermediary

Order: if a partyis satisfiedwith anoffer (possiblyaftera negotiationphase)anorderis placedwith the
offeringparty;sentfrom a customeror intermediaryto a provideror intermediary

Product: goods(service,information,materialgoods,tangibleor intangible)which aretradedin a busi-
nessmodel;sentfrom a provideror intermediaryto acustomeror intermediary

A detaileddescriptionof theabove terminologyanda businessanddomainmodelfor informationcom-
mercearegivenin [7]. Additional optionalartifactsrequiredin specialtypesof modelswill bedescribed
togetherwith themodelsin which they arerequired.

2.2 BusinessProcessPhases

A typical businessmodel consistsof a combination(of a subset)of the following phases:advertising,
negotiation,ordering,payment,delivery.
Advertising:A party publishesdescriptionsof the availableproductsto enableotherpartiesto discover
productsof their interestandbrowsethroughavailableoffers.Offersmaybelegally bindingor not.Adver-
tisingcanbeimplementedin many differentways.For example,offerscouldbepublishedonawebserver
waiting for partiesto accessthem,they canbe actively distributedvia mailing lists or pushsystems,or
they canbegatheredby anactivesearchcomponent(mobileagents)whichwasequippedwith a searching
party’scriteria.
Negotiation: Oncea party hasfounda productof interestit canstartnegotiatingthe businesstermsand
possiblythe propertiesof the product.In the simplestcaseno negotiationtakesplaceat all (becausethe
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provider’soffersarenot negotiableor becausethecustomeris satisfiedwith theoffer) andtherequesting
partyacceptstheoffer. Independentlyof theconcretenegotiationprocessthenegotiationphaseendswith
anagreementbetweentheinvolvedpartiesasanecessaryprerequisitefor thefollowing phases.Negotiation
andadvertisingcantriggereachothermutually: If no agreementcanbereacheda partycanrequestnew
offersor thepartyissuingtheoriginaloffer cansendnew offers.
Ordering: After anagreementon theproductandthebusinesstermshasbeenreached,a partymayorder
theproduct.If theagreementis legally binding,wecall it acontract.
Payment:If a productrequirespayment,then monetaryvaluesmust be exchanged,i.e., somekind of
paymentoccurs.We considerpaymentfrom a high-level point of view dueto the arbitraryways it can
be done:It may involve credit card interactions,a bonuspoint system,micro-payments,or real money
transfers,andheavily dependson the appliedpaymentmodel.For example,the full priceof theproduct
could be paid at onceor in rates,a flat-feemay be paid for a service,or a pay-per-usefee may be due
for eachuseof a product.Sincethesemodelsinvolve very differentconcernswe addresstheconceptual
supersetof theirsecurityissuesbut donotgo into detailwith theappliedpaymentsystemsandassumethat
thepaymenttransactionitself is securedin a feasibleway.
Delivery: In this phasetheinvolvedproductis deliveredto therequestingparties.Securityin thedelivery
phaseheavily dependsonthenatureof theproduct.For tangiblegoodsthesecurityprecautionswell-known
from non-electroniccommercesystemsapply. For intangiblegoods,however, new securityissuesmustbe
takeninto consideration.For example,intangiblegoodssuchasprogramsor documentsmaybeduplicated
by a maliciousparty anddistributed or sold without the knowledgeor consentof the copyright holder
(copyright infringement,fraud); a party may have the permissionof the copyright holder for licensed
productionbut paysthe licensefee for a subsetof the copiesonly; the productcould be tamperedwith
on its way to the receiving party; or the productmay never reachthe intendedrecipientdueto theft or
simply becauseof technicalproblems(network failure, systemcrash).Thesescenariosrequirespecial
considerationto obtainsecuritystandardsfor intangiblegoodswhich arecomparableto tangiblegoods.
Thesecurityproblemsof intangiblegoodsandanapproachto addressthemarepresentedin [8].
The possiblebusinessmodelsare derived from the above phasesby mappingthem onto the roles that
interactin acertainphaseandthesequencein whichthephasesoccur. For example,if advertisingismapped
onto the customerandthe intermediary, but all otherphasesaredonedirectly betweenthecustomerand
theprovider, asshown in Figure2, thenthisdefinestheassociatedpartnerbusinessmodel.

2.3 The Incr ementalBusinessPhasesModel

In the following we consideran incrementalbusinessprocessin which the provider graduallydelegates
phases(i.e., functionality)to the intermediary. This simplifiesthepresentationbut doesnot excludeother
modelsor violate thegeneralapplicabilityof theapproachbecauseit facilitatesto modelthesupersetof
possiblesecurityconcernsandabstractsfrom the initiating party: If a phaseis skippedthenthe security
concernsdefinedfor thatphasedo not apply; if a phaseis performedby theprovider insteadof the inter-
mediary(asin our incrementalmodel)thentheinvolvedsecurityissueswerediscussedin a previousstep
of theincrementalmodelandmustbeapplied;andif theinitiative in a phaseis reversed,thenthesecurity
issuescaneasilybederivedfrom theoriginalphasein theincrementalmodel.
Dependingon the appliedbusinessmodel the sequenceof phasesmay differ from the sequencein the
incrementalmodel as discussedbelow. For example,the advertisingand negotiationphaseswill occur
in the ordergivenbelow andthe sequenceof the following phasesmaybe changed.In anotherbusiness
modela productmight bedeliveredto a partywithout prior advertising,negotiation,andordering,on the
basisof a party’s profile. In sucha model,the receiving party may test the product;sendit backif it is
not interesting,or in caseit is, enterinto thenegotiationandpaymentphasesafterwards.Somebusiness
modelsmayrequirepaymentto follow thesuccessfuldeliveryof theproduct.
In principle any sequenceof the phasesis possibledependingon the businessmodel.We usethe incre-
mentalmodelasa specialconfigurationwithoutconstraininggeneralityto enableeasierassessmentof the
securityconcerns.Also thenumberof intermediariesinvolvedmaydiffer. For eachphasein theprocessa
dedicatedintermediarymaybeused.For example,oneintermediarymaybein chargeof advertising,nego-
tiation,andordering,paymentmaybedonevia theservicesof a creditcardcompany, anddeliverywould
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be provided by a specializedlogisticscompany. However, this doesnot have an impacton the general
applicabilityof ourmodel.
Figure1 shows the simplestmodel (UML sequencediagram[14]) whereall interactionsoccurdirectly
betweenthecustomerandtheprovider (for clarity reasonstheUML diagramsarenot completebut focus
on themaininteractionsanddataflows).

Customer

deliver product

* negotiate business terms

order product

pay product

Provider

advertize product

Fig. 1. Directmodel:customerandproviderdonotemploy anintermediary

At themomentthismodelis usedfrequently. It involves2-partysecurityissuesonly whicharewell inves-
tigatedandstandardsolutionsexist for all phases.However, it is likely to diminishin importance,because
it requiresthe full setof functionalitiesfor all phasesat the customerandthe provider which may yield
“heavy” applicationsand may necessitateconsiderableinstallationefforts on the customerside (if the
phasesaresupportedby softwareanddonotsimply rely on theuserfilling outwebformsandthusdriving
the processvia the input data).This modelis typically known ase-shopmodelor portal, if the portal is
focussedon theproductsof oneprovider. Sincemany of thetermsdenotingsuchmodelsareratherfuzzy,
overloaded,andimprecisewe introduceour own terminologywith exact definitionsandthenrelatethis
terminologyto the commoncurrentterms(this may be a m:n mapping).In our terminologywe call the
modelgivenin Figure1 thedirectmodelof e-commerce.In thedirectmodeltheprovider is in full control
of thewholeprocessat thecostof having to provideall requiredfunctionality. Thesourcesof revenueare
clearsinceonly theproviderandno intermediariesareinvolved.
Thecurrenttrendin e-commercegoestowardstheseparation-of-concernsparadigmin which specialized
intermediariesgraduallytake over partof the functionality(phases).Thebenefitfor theprovider in these
modelsis thatit candelegatepartsof theprocessandneednot implementit andpaystheintermediaryfor
theservice(s)it provides.Thecustomermayalsobenefitbecausethemodelsmayallow thecustomerto
comparepricesandproducts,combinethem,or simplyorderthematasinglelocation.In thefirst model—
theA model—shown in Figure2 theintermediarytakesover theadvertisingphasefrom theprovider.

Customer

advertize product

Provider

* negotiate business terms

order product

pay product

deliver product

Intermediary

Fig. 2. A model:intermediaryadvertises

To be able to do advertisingfor a provider (typically oneintermediarywill do this for many providers)
the intermediaryneedsmarketing informationfrom the provider. Marketing informationcanbe of very
differentquality. For example,it maybea descriptionof theprovideror individual products,or a product
catalog(with or withoutpricing information).We summarizethisclassof artifactsunderthetermcatalog.
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Onthebasisof thecatalog’sinformationtheintermediarycanadvertisetheproductsof theproviderin many
ways.For example,(partsof) thecatalogcanbeputontheintermediary’swebsever, sentto customersand
otherintermediariesvia email,pushsystems,or ICE [20], andenteredinto searchengines.
TheA modelis appliedfrequentlyin currente-commerceapplications.Successfulsiteslike Amazon.com
arebasedon this model:Amazon.comadvertisesthebooksandCDsof variouspublisherson its website
andvia links thatthird-partiescanputon theirwebsiteswhichreferto Amazon.com’swebsiteor specific
parts(products).TheA modelcorrespondsto (process)portals[16] suchasAmazon.comand/orassociated
partnerprogramssuchasAmazon.com’s[1].
In theANmodelshownin Figure3 theintermediaryprovidesnegotiationserviceadditionallytoadvertising.

Customer

* negotiate business terms

Provider

order product

pay product

deliver product

Intermediary

advertize product

Fig. 3. AN model:intermediaryadvertisesandnegotiates

For thenegotiationservicetheprovidermustsupplytheintermediarywith anadditionalartifact—thepric-
ing and discountmodel. This modelshouldenablethe intermediaryto negotiatewith the customerin a
meaningfulway on behalfof theprovider. Dependingon thecomplexity andcompletenessof this model,
negotiationcanreachfrom simplediscountsfor orderinga highernumberof productsup to sophisticated
modelsbasedoncustomerhistory, customerclassification,ordersize,paymentprocedure,etc.Thisheavily
dependson theamountof informationa providerwantsto discloseto theintermediary.
Figure4 shows the ANO model in which the intermediaryalso doesorderprocessingon behalfof the
provideradditionallyto advertisementandnegotiation.

Customer

order product

Provider

* negotiate business terms

Intermediary

pay product

forward order

deliver product

advertize product

Fig. 4. ANO model:intermediaryadvertises,negotiates,andprocessesorders

In thismodeltheintermediaryadditionallyrequiresanorderspecificationartifactfrom theproviderwhere
theproviderdefinestheattributesandrequirementsfor asyntacticallyandsemanticallycorrectorder. With
this informationat handtheintermediarycanrequestall requiredinformationfrom thecustomerto create
andsenda correctorderthat theproviderwill accept.Figure4 doesnot definewhethereachorderis sent
immediatelyto theprovider: It is alsopossiblethattheintermediarycollectsordersandsendsthemto the
provider in onemessage(maybeoncea day).
The ANO modelandthe following onesadditionallyallow the intermediaryto provide higher-level ser-
vicesto the customer. The intermediarymayoffer combinedor syndicatedproductswhich the customer
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mayorder. This(combined)ordermaybesplit by theintermediaryinto sub-ordersfor severalproviders(in-
cludingitself) to accomplishtheoverallorder. In thiscaseseveralprovidersmayinteractwith thecustomer
in thepaymentanddeliveryphases(if thesephasesarenotcoveredby theintermediary).
Figure4 depictstheANOPmodelin which the intermediaryprovidesa paymentserviceon behalfof the
provideradditionallyto advertisement,negotiation,ordering.

Customer

advertize product

Provider

* negotiate business terms

Intermediary

order product

pay product

forward order

forward payment

deliver product

Fig. 5. ANOPmodel:intermediaryadvertises,negotiates,andprocessesordersandpayment

Dueto thenumberof availablepaymentservicesthe intermediarymayalsoactasa paymentgateway in
this configuration.Any combinationof paymentservicesandpaymentprocessescanbe usedhere.For
example,thecustomersmaypay the intermediaryusinga micro-paymentprotocolsuchasMillicent and
the intermediaryaccomplishespaymentwith its providers via a macro-paymentprotocol suchas SET
after having accumulateda largenumberof customerpaymentsto keepSET transactioncostslow. This
separationfreesthecustomerandtheproviderto supporta largenumberof differentpaymentmechanisms.
Finally, Figure6 shows theANOPDmodelin which theintermediaryalsotakesover thedeliveryandthus
is thesingleinteractionpartnerof thecustomeronbehalfof theprovider.

Customer

advertize product

Provider

* negotiate business terms

Intermediary

order product

pay product

forward order

forward payment

[intermediary does not have product]
deliver product

deliver product

Fig. 6. ANOPDmodel:intermediaryadvertises,negotiates,processesordersandpayment,anddelivers

Typicaldeliverymechanismsare(asin all otherconfigurations):download(thecustomergetsausername
anda password andcandownloadthe productfrom a web or FTP site),email (the productis mailedto
thecustomer),push(thecustomerreceivestheproductvia apushsystem;this is usefulfor productswhich
evolve over time suchasnews or stockquotes),or physicalshipmentvia courierservices.The last case
is relevantespeciallyif tangiblegoods(CDs,books,furniture,wine, etc.)mustbe shipped.This type of
shipmentis outsidethescopeof ourmodel.
Additionally the intermediarymayactasa delivery gateway. For example,the intermediarymayprovide
a uniform delivery servicefor its customersvia WWW downloadand have multiple differentdelivery
channelsfor its providersincluding licensedproduction.This maydramaticallysimplify delivery for the
customerandstill supporttheuseof sophisticateddelivery mechanismsbetweentheintermediaryandits
providers.Severaldeliveryarrangementsarepossiblein theANOPDmodel:Theintermediarymayrequest
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theproductfrom theprovider every time it needsto deliver it; the intermediarymayhave theproducton
stockandrequestacertainquantityfrom theprovideronly if its stockgoesbelow acertainthreshold,or the
intermediarymay be licensedto “produce” the product(licensedproduction).Productionin this context
actuallymeansthattheintermediarymayaddavalidserialnumberto theproductor hasbeenprovidedwith
theunfinishedproductandsomesoftwareto createthefinal product.In any of thosedeliveryarrangements
new securityproblemsareintroduced.Sincethe intermediaryphysicallyhastheproduct,it mayproduce
unlicensedcopiesandsell them.This is a generalproblemwith intangiblegoodsandwill bediscussedin
Section4. A possiblesolutionfor part of this problemis the applicationof doublefingerprintingby the
producerandtheintermediary.
TheANOPD modelalsoallows the intermediaryto act in a new role. It cancombineproductsof several
providersautonomouslyandcreate,offer, andsell combinedproducts.For example,theintermediarymay
combinestockquoteswith analysesandsell thisnew kind of information.Thustheintermediarybecomes
akind of provideritself (value-addingreseller, contentsyndicator). However, it is unclearwhereto exactly
draw theline betweenanintermediaryanda provider in thiscase.
As statedat beginning of this sectionphasesin the incrementalmodel may be left out in ordernot to
constrainits generality. As anexample,wealsoconsidertheANODmodelwherethedeliveryis takenover
by the intermediarywhile paymentstill is donebetweenthe customerandthe provider andevaluateits
securityin Section4. We have chosenthis examplebecauseof its high relevancein real configurations.
For example,theprovidermaynothaveenoughnetwork bandwidthto efficiently distributeits information
goodsto ahighnumberof consumerswhile theintermediaryhasbut it maynotwantto handoverpayment
to theintermediary. In thiscasetheANOD modelwouldbeapplied.

2.4 Mapping of BusinessModels

In the previoussectionwe have alreadyidentifiedsomecorrespondencesof our modelwith well-known
e-commercemodelsandarchitectures.Thee-shopmodelandportal (for oneprovider) correspondto the
directmodel. A (process)portalandtheassociatedpartnermodelcanbemappedontotheA model. Several
others,suchas(process)vortex, dynamicallytradingprocesses,third-partymarketplace,(value-adding)
reseller, or virtual communities,requirespecialconsiderationsinceno simple1:1 mappingcanbedefined
for them.
The (process)vortex architecture[16] is similar to a portal.Thedifferenceis that in a vortex marketplace
the interactionsbetweencustomersandprovidersoccurthrougha third-party(the intermediary).A vor-
tex would correspondto theAN modelandthesubsequentmodels(dependingon theservicelevel of the
vortex). The dynamicallytrading processesmodel [16] extendsthe vortex model.In this modelneither
businessprocessesnor thesetof possibleinteractionsarepredefined.Insteada uniqueprocesscanbedy-
namicallyconstructedonapercustomerbasis[16]. Dynamicallytradingprocesseshavethesamemapping
asthevortex sincethey only addhigherflexibility to thevortex modelbut donotextendit otherwise.
A third-partymarketplacearchitecturecanbemappedontoall ourmodelsotherthanthedirectmodeland
denotesa wide rangeof architectures.Dependingon theservicesthatan intermediaryprovidesit defines
a moreadvancedmarketplace.The(value-adding)resellerand(content)syndicatormodelscorrespondto
our ANOPD modelwhereasthe conceptof virtual communitiesis orthogonalto our modelsandsimply
dependsonwhethersuchaserviceis providedby theintermediaryor producer.

3 Security Threatsand Solutions

Securityis widely understoodasakey point for theacceptanceof e-commerce.Partiesthatareinvolvedin
businessrelationshipsgainsecurityby applyingtechnicalandorganizationalmeans.Beforethedesignof
a securesystemthebusinessmodelhasto beanalyzedto identify whathasto beprotectedagainstwhich
potentialattacker andwhich partsneednot be securedbecausethe partiestrust eachother. The result is
the trust modelwhich is the basisfor any further steps.To enablean analysis,we have to considerthe
capabilities,skills, andtime the attacker is assumedto have. Thencritical pointshave to be determined,
thevaluesfor all involvedpartiesandthepossibilitiesfor dishonestpartiesto achieveadvantagesillegally
mustbe identified.Otherproblemswith dishonestpartiesto be regardedconcernthe infliction of losses
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to otherparties,e.g.,denialof service.In suchcases,theadvantagesareindirect:causingproblemsfor a
competitorcanhave positive influenceon theattacker’s own business.Anotheraspectto beconsideredin
a trustmodelarepotentialcollusionsof involvedparties.Evenif securityconceptsresistattacksthatwere
performedby individualattackersthey canbecomedramaticallyinsecureif attackersexploit theircommon
power. In reality, the strengthandrestrictivenessof the trust model to be chosenis not only driven by
securityaspects.Becausesecuritycanoftenbeexpensive,theexpenditurefor securityhasto becompared
with expectedlossescausedby certainsecurityholes.If securitycostsexceedtheestimatedlosses,security
solutionscannotbejustifiedeconomically.
Securitymethodscanbeclassifiedinto thoseproviding preventionof attacks(e.g.,encryptionfor conceal-
mentof information)andthosefor detectionof attacks(e.g.,verificationof messageintegrity or verification
of signatureforgery).Furthermore,consequencesfor attackershaveto bedefinedclearly. Thismustbeac-
complishedby lawsandregulationswithin a legal framework sincetechnicalsecurityis notsufficient for a
securebusinessenvironment.Additionally, anarbitrator is neededwho hastheauthorityto imposethese
consequencesbasedontheevaluationof someevidenceprovidedby thedetectionmechanisms.A party 	
which is in conflict with party 
 canconvinceanarbitratorof 
 ’s fault only if it canpresentanevidence
which canbe only createdby party 
 . Presentinginformationthat canalsobe createdby otherparties,
e.g., 	 , is insufficient for this purpose.Therefore,the technicaldesignmustincludespecialmechanisms
whenever a businessinteractionrequiresconvincing meansto prevent maliciouspartiesfrom infringing
thebusinessor legal rules.Additionally, trustedthird parties(TTP)suchascertificationauthoritiesor time
stampingauthorities,arefrequentlynecessaryin securityconcepts.TheseconceptseitheralwaysuseTTPs
or theTTPsareusedonly whensomepartycheats.
Actions of maliciouspartieswhich shouldbe preventedin businessprocessesarecategorizedunderthe
summarizingtermsprivacyinfringementandfraud.
Privacy infringement: This category denotesactionsby which maliciouspartiesintendto find out in-
formationaboutotherparties.Suchattackscanhardlybedetectedby thevictims.Consideringa business
relationwe have to distinguishif the privacy infringementis performedby a party which is involved in
thebusinessrelationor which doesnot participatein the businessrelation.Insidea businessrelationthe
involvedpartnersin generalhave to reveal informationto eachotherto a certaindegree.For example,a
customermayhaveto providenameandaddress,theknowledgeof acustomer’sbuyingpreferencescanbe
exploitedfor identifiablecustomerprofilesfor datamining anddirectmarketingpurposes,or theoffering
partymayhave to reveal its pricemodelwhich couldbeinterestingfor a competitor. Studieshave shown
that userswant to reveal as little personalinformationaspossiblebecausethey fear lossof privacy and
potentialmisuse[6,19].
Two approachesexist for avoiding misuseof personaldatasuchas collecting,processingor passingit
to otherparties:regulationby legal framework, e.g.,[4], andtechnologieswhich constrainor fully avoid
unauthorizedinsightintopersonaldata.Solelyrelyingonlegalframework is aninsufficientprotectionsince
this is equivalentto trustingthatotherpartieswill follow therules.Furthermore,in aninternationalcontext
the legal framework is still very heterogeneous.Technologiesthat hide personaldatafrom interacting
businesspartnersare not developedso far as to be usedin real trading scenarios.Technologieswhich
provideanonymity exist andcanbeusedto surf theInternetor to hideall identifiableinformationfrom the
communicationpartnerin emails,e.g.,[5,13,17], but cannot beusedin businessrelationsthatarebased
oncontracts.
Besidethis intra-businessprotectionalsoprotectionagainstpartiesnot participatingin thebusinessrela-
tionshipmustbeconsidered.E.g.,awiretapperwhois interestedin whataspecificpersonbuysor how often
a vendorsellsa specificproduct.This problemcanbe easilysolvedby exchangingencryptedmessages.
Severalencryptionmethodsandwaysfor exchangingcryptographickeyscanbeusedhere[9]. �
Fraud: In this classificationfraudcoversdifferentintentionsof maliciouspartiesthatcaneitherbeinside
or outsidethebusinessrelationship.It comprisesmasqueradingof parties,manipulationof messages,re-
pudiationof bindingagreements,andtheft of goods.Securesystemsmustbeableto detectsuchattacks
immediatelyandthey shouldprovide thevictim with enoughevidenceto identify themaliciouspartyun-
doubtedlyto convinceanarbitrator.
In masqueradingattacks,maliciouspartiesclaim to have someotherparty’s identity. Themotivation for
masqueradingin businessrelationshipsmaybefor profit or simply beingdetrimentalto others.Examples
aresendingmessageswith forgedsenderaddress,or usingservicesandcharging it to someotherparty’s
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account.Thesolutionto thiswell-known problemis authentication,wherewehaveto distinguishbetween
dataorigin authenticationandentity authentication.Dataorigin authenticationprovidesthe receiver of a
messagewith the identity of the party which originatedthe message.However, this doesnot preventan
attackin whichamaliciouspartycopiesanauthenticatedmessageandresendsit laterclaimingtheidentity
of theoriginator. Thissecurityholecanbefixedbyapplyingentityauthenticationwhichguaranteesboththe
identityof thecommunicationpartnerandthathewasreallysendingthereceivedmessage.Authentication
methodscan also be classifiedaccordingto whetherthey can be usedas evidenceto convince a third
partyor not. If they canbeusedthey alreadyhave thequality for the introductionof non-repudiation,as
will be discussedbelow. E.g.,a messageauthenticationcode(MAC) would be no sufficient evidenceto
convince third partiesundoubtedlythat a messageoriginatedfrom a claiming party, whereasa digitally
signedmessagewould [9].
Manipulationof messagesis anothersecurityproblemin businessrelationshipsthat hasto beprevented.
E.g., an attacker that is not involved in the businessrelationshipcould increasethe pricesin offers on
their way to a customerto dissuadehim/her. Themotivationto manipulatemessagesis alsosimply being
detrimentalto othersor for profit.To preventmanipulationmethodsfor verifying theintegrity of exchanged
messagesareapplied.Again we candistinguishtwo cases:Is it sufficient to detectmanipulationat all or
shouldthedetectionalsoprovidesufficient evidenceto convincea third partyof theintegrity andvalidity
of a document?In thesecondcasethis additionallymeansthat theoriginatorof a valid documentcannot
claim that thedocumentwaschangedat a later time. This alreadytouchestheproblemof repudiationof
bindingagreements.In businessrelationsagreementsareoftenbinding.E.g.,a partyshouldnot beableto
claim not having placeda certainorderif it actuallydid, or it shouldnot be possiblethat a party falsely
claimshaving receivedanorderfrom anotherparty. In bothcases,theorderingpartywouldrepudiatewhat
thereceiverclaims.A conflict in which a partyrepudiateshaving agreedto somebusinessdetailsrequires
evidencethat canbe usedto convincea third party or to identify the dishonestparty. A solutionto this
problemareunforgeabledigital signaturesasfirst sketchedin [3]. A digital signatureof a messageis a
numberwhichdependsona secretkey thatis only known to thesigner, andon thecontentof themessage
thatis signed.Thevalidity of thesignaturecanbeverifiedeasilyby everyoneusingthesigner’spublickey
andwithoutknowing thesecret.
Whenever commercialgoodsaretradedthe the possibility of theft mustbe considered.This problemis
well-known in the tangibleworld andmeasuresaretaken to avoid it. In the areaof i-commercedealing
with intangiblegoodsthesituationis differentandmuchmorecomplicated.Digital goodscanbecopied
easilyat nearlyno costsandwithout lossof quality. An originalandits copiesareidenticalandcannotbe
distinguished.Illegal copying andredistribution of intangiblegoodsis hardto detectbecausein contrast
to theft in thetangibleworld theoriginal is still availableto its rightful ownerafterwards.Two approaches
exist to copewith thispiracy problem:preventivemethodsusingtamper-resistanthardwareandrepressive
methodsbasedonfingerprintingtheintangiblegoods.
The approachbasedon specialtamper-resistanthardwaremoduleshasshown its limitations becauseof
practicalandeffectivenessreasons.Althoughfingerprintingcannotmake copying datatechnicallyimpos-
sible,it canpreventmaliciouspartiesfrom redistributing informationgoods.Thegoalof fingerprintingis
to embedinvisibly someinformationinto eachcopy to make it unique[10]. This informationcanbeused
laterto identify thebuyerof acopy. If anillegalcopy is foundthesellercantracethecopy backto thebuyer
whohasredistributedthecopy. Fingerprintsin informationgoodshaveto fulfill severalrequirements:They
shouldnot harmthe functionalityor representationof thedatathey areembeddedin, buyersor a certain
numberof colludingbuyersmustnotbeableto locatethemarks,marksmustnotbedeletedby processing
andcompression,andmustnotbecorruptedby embeddingnew fingerprints.
If it is sufficient for a sellerto know whichbuyerhasredistributedanillegal thesellercanfingerprinteach
soldcopy on his own. But if healsowantsanevidencefor a third party to proof thatan illegal copy was
redistributedby a specificbuyer, thentheselleris not allowedto know thefingerprintedcopy at thetime
of sellingit. If thesellerwould have thefingerprintedcopy he/shecouldillegally distributeit afterhaving
soldit to anhonestbuyerandthenclaim thatthisbuyerhasredistributedit. On theotherhand,hemustbe
ableto identify thebuyerif hefindsa copy onedayat anunexpectedparty. Thesepropertiesareprovided
by asymmetricfingerprintingasdescribedin [11,12]. Unfortunately, thecasein which a maliciousbuyer
redistributesan asymmetricallyfingerprintedcopy cannotbe distinguishedfrom the casein which some
otherpartystealsanasymmetricallyfingerprintedcopy from anhonestbuyer. �



A phasemodelfor e-commercebusinessmodelsandits applicationto securityassessment 11

The methodsvery briefly describedabove are the basictechnicalmeansto avoid privacy infringement
andfraud in businessprocesses.Besidethesetechnicalmeansalsoorganizationalmeansandthe careful
assignmentof responsibilitiesin organizations—whicharebeyondthescopeof this paper—arenecessary
[2].

4 A Security View on BusinessProcesses

In this sectionwe show securityproblemsin complex businessprocessesinvolving threeparties.The
well-known direct modelof two interactingparties(provider andcostumer)neednot be discussed:The
applicationof digital signaturesin offersandordersmakesthemverifiablefor authenticity, integrity and
non-repudiationpurpose,andsecurepaymentsystemsandcopyright protection(e.g.fingerprinting)exist
(intangiblegoods).Our discussionof securityissuesin 3-partymodelsdescribespossiblesolutions—we
donotclaimthatthepresentedsolutionsaretheonly ones.
In thediscussionof themodelswe assumeaslittle trustaspossibleandthatsecurityis basedon technical
means.We alsoaddresstheissueof non-repudiation,which is requiredto obtainbindingmessages,wher-
ever possible.In general,we assumethat all communicationshown in the following subsectionswill be
encryptedto preventexternalpartiesfrom wiretapping.
In thefollowing,wediscusstheA, AN, ANO, ANOP, andANOD models.In all thesemodels,threeparties
areinvolvedfor theexecutionof the5 phases.Sincein theANOPD modelrequiresonly 2 partiesinteract
in thesephasesthebasicsecurityissuesarealreadycoveredasin thedirectmodel.

4.1 The A Model

In this modelthe intermediary� only performsadvertisingon behalfof theprovider 
 . If � ’s marketing
efforts aresuccessful,thecostumer� startsto negotiatewith 
 . Therefore,
 hasto provide its catalog� � � at � ’s disposalbefore � canstartmarketing. � � � hasa validity periodstartingat time � � andendingat� � which have to becommunicatedto � . For reasonsof authentication,integrity verification,andconflict
resolutionby third parties,
 createsa digital signature� � � � � � � � � � � � � � � � � thatdependson � � � , � , � � , and� � , andpassesthesignatureto � . After positive verificationof thesignature,� creates� � � � � � � � � 
 � � � � � � �
andrepliesit to 
 . This signatureis a confirmationthat � really received � � � andis informedaboutthe
validity period.Thesignaturealsodependson 
 sothatnootherparty �
 providing thesameproductscan
claimhavingaconfirmationof � . If 
 distributesdifferentcatalogs� � � � and� � � � todifferentintermediaries

� � and � � , � � and � � shouldbepreventedfrom exchangingthecatalog.Therefore,
 ’s signaturedepends
on thereceiver � . Both parties,
 and � , shouldstorethereceivedsignaturesbecausethey canbeusedas
evidencesin caseof intentionalmaliciousactionsby someparty. Theevidencescanbeverifiedby a third
party(e.g.,anarbitrator)to identify adishonestparty. E.g.,since
 hasstored� � � � � � � � � 
 � � � � � � � , � cannot
advertiseexpiredoffersandafterwardsclaimthat 
 requiredthis.
Having received 
 ’s catalog,� canstartwith themarketingactivities. In general,
 and � cancooperate
in two ways: (1) 
 paysa constantamountof money to � for its advertisingservice,or (2) 
 paysa
commissionto � for eachsaleresultingfrom � ’s advertisingactivities. Froma securitypoint of view the
first caseis not interesting.
 and � have a contractthatguarantees� a fixed income.Thesecondcaseis
moreattractivefor 
 sinceit motivates� to dogoodadvertisingand 
 needsnotcheckif or how � is doing
its job.
Whenever � givesany advertisinginformation to � it shouldbe digitally signed.This is necessaryfor
several reasons:(1) it canbe usedfor an integrity check;(2) it canbe usedasproof if � doesnot work
properly;and(3) it canbeusedfor theauthenticationof � andfor theassignmentof thecommission.
Thethird point is essentialin thismodel.Theidentityof � hasto beforwardedby � to 
 while negotiating
or ordering.Then, 
 knowswhich intermediarydeservesthecommission.Therefore,theinformationref-
erencing� astheintermediaryhasto bebeprotectedagainstmodificationby amaliciousparty �� thatcould
replacethereferenceto � by areferenceto itself: A digital signaturesof � couldbedeletedandreplacedby
a new signatureof anotherparties.Thestrategiesto avoid this attackdependon thepowerof theassumed
adversary. In casetheadversaryis anexternalpartythattriesto replace� ’ssignatureby its ownsignature,it
sufficesto encryptthecommunicationbetween� and � . In thecasethattheadversaryhasthepowerof � ’s
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Internetserviceprovider, thesituationis morecomplicated.Here � shouldask � to confirmthatits signed
advertisementhasreached� properly. If � doesnot receive � ’s confirmation,it maybecomedistrustful.
In reality, thereareseveralexamplesin which theinformationfor theidentificationof theintermediaryis
transmittedwithoutprotection.
The low protectionlevel in real businessrelationshipsmay be due to further weak assumptionswhich
areinherentin the A model: In the A model � musttrust 
 . Since � doesnot seeany orderor contract
negotiatedbetween� and 
 , � doesnot know if � really buysandhow muchit spendsthere.Thus � has
to trustthat 
 is honestandprovides� with propersalesinformation.Of course,� couldask � for asigned
anduniquepurchaseconfirmationwhich indicatesthe price andalsoholdsa signedanduniquereceipt
from 
 . But it is questionableif sucha schemewould work in practicebecause� gainsno benefitfrom
its additionalwork. Evenif sucha schemewasintroduced,
 couldcolludewith � to achieve a win-win
situationby offeringgoodsata lowerpriceif � did not inform � aboutthepurchase.
So far we have only describedthe potentialfor any kind of fraud in the A model.The secondissueto
consideris privacy infringement.As longas � getsnoinformationif � and 
 aredoingbusinesswith each
othertherearenodataconcerning� thatcanbecollected,processed,or usedby � for otherpurposes.Even
if � receivesinformationspecifyinghow muchmoney � spendswhile doingbusinesswith 
 it doesnot
know whichproducts� is buying.
In summarytheA modelhassomeadvantagesin theareaof privacy protection:While providersgetinsight
into the personaldataof costumers,no otherpartiescan learnaboutthe costumers’interestsor collect
personaldataof thecustomer. TheA modelis basedonatrustedrelationbetweentheintermediaryandthe
provider. The intermediaryshouldnot cooperatewith theprovider if it doesnot trust theprovider. Thus,
it is questionableif theA modelshouldbeappliedfor ad-hocbusinesscooperations.On the otherhand,
introducingsecurityinsteadof trustwouldhavea negativeimpactonpotentialprivacy infringements.

4.2 The AN Model and the ANO Model

In thesemodelsthe intermediary� performsadvertisingand negotiation.In the ANO model, � is also
responsiblefor forwardingtheorderasasignedcontractto 
 . In theAN modeltheorderingis doneby �
himself.In bothmodels
 provides � with apricinganddiscountmodel� � � , in additionto thecatalogue� � � , to enablenegotiationby � . Both, � � � and � � � , and their validity periodshave to be signedby 

similarly to thesigningdescribedin theA modelto avoid theattacksdescribedabove.Thesameappliesto
theadvertisingphase:All advertisingmessagesshouldbedigitally signedby � . If � is interestedin some
product,it canstartto negotiateaboutthefinal priceor othernegotiableproperties.All messagesthatare
exchangedin thenegotiationphasebeforethefinal contractshouldbeprotectedagainstmodificationand
alsobecheckedif they arecreatedandsentby theclaimingparty. If bothnegotiatingpartnersfinally agree
and � intendsto purchasethey finish thenegotiationwith a bindingcontract.Therefore,� and � signthe
contractwhich includesall therelevantbusinessparameterssuchasdescriptionof thegood,price,identity
of both � and � , date,constraintsfor delivery, andmore.This will be doneby filling in andsigninga
contractor orderform which is providedby 
 . In the AN model,the contractis sentto 
 by � , while
in theANO modelit is sentby � andforwardedby � . Thecontractandthesignaturecanbeverifiedby


 andadditionallyit cancheckwhether� followedtherulesof the � � � . If not, for example,because� ’s
offeredpricewasto low, 
 cancanprove � ’s fault by showing � ’s confirmationsignatureon the � � � and

� ’s signatureon thecontract.If � did actproperlyit cannullify any falseaccusationthrough 
 ’s signature
on the � � � andthecontractsignedby � and � .
In theANO model,afterhaving forwardedthesignedcontract,� requires
 to sendthecommission.All
contractshave to beuniquelyidentifiable(e.g.,by a uniquenumberor timestamp)becausecopiesof the
samecontractwill not beacceptedby 
 . This preventsan intermediaryfrom sendinga contractmultiple
times.Uponreceiptof thecommission,� mustsenda confirmationof having receivedit for eachspecific
contractto 
 . This confirmationprotects
 againstmultiple commissionclaimsfor thesamecontract.If
a malicious � requeststhe commissionmultiple timesandrefusesto sendthe paymentconfirmation 

canprove the money transactionvia a trustworthy paymentauthority. Thus � canbe forcedto sendthe
paymentconfirmation.As long as 
 hasno evidencethat provesthe paymentof the commissionit will
losea conflictwith � andhasto paythecommission.Since� hasa proof for everygood 
 soldasa result
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of � ’sactivities,thismodelalsoworksevenif � doesnot trust 
 . Thereis alsonoobviouspossibilityfor a
collusionbetween
 and � asin thepreviousmodel.
In theAN model,after � hassentthesignedcontractto 
 , � waits for thecommissionfrom 
 . Having
received it, � hasto confirm the receiptof eachpaymentasin the ANO model.In AN model,it is still
possiblethat � changesits mindafterhaving signingthecontract—ofwhich � holdsacopy—anddoesnot
sendthesignedcontractasanorderto 
 . In thiscase,� wouldwait acertaintime for thecommission,and
thenwould inquire 
 aboutthecommission.At this stage,� cannotknow if � did not sendthecontract
or if 
 tries to cheator simply failed to sendthecommissionto � . In all cases� canshow a copy of the
contractto 
 , andaslong as 
 hasno confirmationfrom � for the paymentof the commissionfor that
specificcontract,
 would have to pay. In casethat � changedits mind anddid not sendthecontractto


 , 
 canusethecopy of thecontractprovidedby � anddeliver thegoodswhich � hasconfirmedin the
contract.Thismodelalsoworksif � doesnot trust 
 . But in caseof not receiving thecommissionin time,
hedoesnotknow whosefault—
 ’sor � ’s—it was.Thedeliveryandpaymentin bothmodelsarehandled
between� and 
 asin thewell-known directmodelandthusrequiresno furtherdiscussion.
Regardingprivacy aspects,the propertiesof the AN andthe ANO modelareequivalent.In both models

� gainsconsiderableinsight into the costumers’personaldata,their interestsandactivities. � knows all
products� is interestedin andhow muchit is willing to pay for them.This knowledgenot only derives
from theinteractionwith � duringmarketing,negotiation,andcontracting:Since� hasaccessto the � � �
it cancategorizecustomersprobablyenrichedwith further propertiesthat canbe critical from a privacy
protectionpoint of view. Since � canalsoact asan intermediaryfor several providers 
 � � � � � � 
 � it can
aggregateandconcentratelotsof personaldatawhichcanbeof high relevancefor � ’sown corebusiness.
Summarizingthe propertiesof the AN andthe ANO models,we seethat thereis a larger potentialfor
privacy infringementbut a muchmorebalancedtrustmodelfor thebusinessprocess.TheAN andANO
modelscanbeappliedevenif thereis no trustbetween� and 
 . To build up sucha businessrelationship
it is notevennecessarythatthey know eachother. However, since� hasthepossibilityto changeits mind
after signinga binding contractwhich implies somefurther workflow for conflict resolution,the ANO
modelseemsto bepreferable.

4.3 The ANOP model

TheANOP modelis similar to theANO model.Thedifferenceis that � is alsoinvolvedin thepayment
process.� sendsthepaymentto � afterordering.Thus,� candirectlywithholdthecommissionit is entitled
to.Therestof themoney is forwardedto 
 togetherwith theorderandthesignedcontract.Having received
thisartifacts
 candelivertheorderedgood(s)to � . To enablepropercooperationin theANOPmodel,the
sameprerequisitesasin theANO modelhave to befulfilled (e.g.,provisionof � � � and� � � ). Thesecurity
requirementsfor theearlyphasesin thismodelareclearby thediscussionof thepreviousmodels.
Let us supposenow that � hasreceived the signedorder from � and � replied the confirmationto it.
Since � receives the money directly from � in the ANOP model, thereis no necessityfor � to collect
evidencesin orderto proof its claim for thecommissionresultingfrom its activities. Upon thereceiptof
thepayment,� hasto confirmthereceiptto � with adigital signaturereferencingundeniablythepayment
to theuniqueorder. Thus, � getsanundeniableproof thatit paidfor a certainorderif someconflictarises
later. Of course,a dishonest �� could try to cheatby claimingthemoney transferwithout actuallyhaving
doneit andaccuse� of not having sentthe confirmation.Similarly, a dishonest �� could refuseto send
theconfirmationto � after receiptof themoney andrequestthemoney again.All theseproblemscanbe
solvedeasilywith thehelpof theinvolvedpaymentauthoritiesthathaveregisteredall money transactions.
To illustratethis, considerthe casethat � claimsthat � did not pay after the placementof the order. �
would reactby claiming that it paid but did not receive a confirmationfrom � . In this situationit is not
clearwho tries to cheat.This problemcanbesolvedeasilyby meansof trustworthy paymentauthorities.
Supposethat � haspaidandamalicious �� triesto cheatby claimingthat � did notpayanddoesnot reply
the paymentconfirmation.In this case� canget a confirmationfrom its paymentauthoritythat proves
the payment.With this confirmation �� is forced to sendthe paymentconfirmation.In the othercasein
whichadishonest �� did notpaytherequestedamountit cannevergetaconfirmationof anhonestpayment
authority. Being unableto get sucha confirmationwould force �� to pay. Afterwards � will confirm the
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receiptof thepayment.Thustheinterventionof atrustworthypaymentauthorityassuresthat � receivesthe
paymentand � receivestheconfirmationin bothcases.
After deductingthecommission,� forwardstherestof thepaymentto 
 with a clearandanundeniable
referenceto theconcernedorder. Theuniqueordercontaining� ’saddressandthedescriptionof theordered
good(s)which is alsosignedby � canbesendin parallelto thepaymentor before.Thus, 
 knowswhere
the orderedgood(s)have to be deliveredto. If � later denieshaving sentthe message,
 can usethe
accompanying evidenceasproofagainst� . In any case,thereceiptof theundeniableorderandthereceipt
of the paymenthave to be confirmedundeniablyto � by 
 . Thus 
 cannotclaim later having received
differentdata.Sinceboth 
 and � holdevidences,i.e.,signedconfirmations,abouttheexchangedmessages
all responsibilitiesfor intentionalor unintentionalfaultscanbeassignedeasily. Otherproblemsconcerning
paymentandconfirmationcanbesolvedwith thehelpof paymentauthoritiesasalreadydescribedabove.
After 
 hasverified all data it hasreceived from � it can deliver the orderedgoodsto � . In case �
complainsthatit did notreceivethegoods,thedishonestpartycanbeidentified(e.g., �� did not forwardthe
money andorder, or �
 receivedthemoney but did not deliver thegoods)becausethis partydoesnot have
thenecessaryevidences.
Fromtheprivacy point of view theANOP modelis comparablewith theANO model.Here � alsogains
considerableinsight into � ’s personaldata. � canlearnthe samethingsabout � asin the ANO model.
Like in the ANO model, the ANOP model is basedon a balancedtrust model.The ANOP modelcan
be appliedeven if thereis no mutual trust between� and 
 . Oneadvantageof the ANOP modelover
the ANO model is that potentialdoubtful intermediariescanbe convincedeasierto participatein such
businesscooperations.They obtainmoney directly from the costumeranddo not have to wait for their
commissionfrom theprovider. Converselythereis no risk for theproducer, sinceit cankeepsthegood(s)
until receiving themoney. TheANOP modelseemsto beattractive if 
 cannotfulfill somerequirements
concerningpayment,e.g.,
 acceptsonly oneor afew paymentsystemswhile � offersavarietyof payment
systems.

4.4 The ANOD model

In the ANOD model � performsthe delivery of the orderedgoodafter the receptionof the orderwhile
� transfersthepaymentto 
 . Therefore,
 hasto provide � with theorderedgood(s)in advance.Let us
assumethattheearlierphasesaresecuredasin theANO modelandboth � and � holdasignedcopy of the
order. In theANOD model � knowsexactlyhow muchwassoldresultingfrom its activitiesandalsohasun-
deniableproofsfrom all theordersit receivedthataresignedby thecostumers.Thusthereis nopossibility
for adishonest �
 to claimthatit soldlessproductsvia � ’sactivities.Therefore,� non-repudiablyforwards
eachreceivedorderto 
 andwaits for a confirmationthat 
 hasreceiveda copy of eachspecificorder.
(Later, we will alsoneedtheforwardingof theorderandtheconfirmationof receiptfor copyright protec-
tion. Therethesenon-repudiablemessagesareusedfor informing 
 aboutthe identity of legal buyers.)
Thereby, 
 knows which costumerorderedwhich productat what price via which intermediary. Mean-
while, � cansendthepaymentto 
 accompaniedwith its order. Uponreceiptof thepayment
 sendsa
confirmationof receiptto � . If a dishonest �� refusesto sendhis payment
 canenforcethepaymentby
usingthecopy of theorderwith �� ’s signature.Problemsrelatedto dishonestclaimsconcerningpayment
andtheconfirmationcanbesolvedvia trustworthypaymentauthoritiesasexplainedin theANOPmodel.
Furthersecurityaspectsconcerningtheprovisionof goodsto � anddeliverydependon thekind of goods.
In this context weclassifythemastangibleor intangible.In caseof tangiblegoods,
 hasto provideeach
pieceto � physically. After the receiptof the order � candeliver the good(s)itself or by via a delivery
serviceif theorderedgood(s)areonstock.In bothcases,� confirmsthereceiptof thegood(s)andreplies
theconfirmationto � sothat � latercannotclaimthat � did notdeliver. � or thedeliveryservicedonothand
overthetangiblegood(s)if they donotreceiveaconfirmationby � . Thus,aslongas � hasnoconfirmation
of delivery from � it is enforcedto deliver. For the sake of simplicity assumethat the delivery service
is trustworthy. If � refusesto pay andclaims that � did not deliver the good(s) 
 asks � to show � ’s
confirmationof delivery. If � is dishonestand � provides 
 with � ’s confirmationof delivery 
 canforce

� to pay. If � cannotshow � ’s confirmation
 canforce � to deliver.
In thecaseof intangiblegoodsthey canbedeliveredelectronically. We assumethat � holdsonecopy of
eachintangibleinformationproductin its databasewhich it usesto createthe copiesof the productsto
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be delivered.If delivery is doneelectronicallya dishonest �� canreceive the good(s)without replying a
confirmationandclaim that it never receivedthegood(s)sfrom � . In this situationit is not possiblefor 

to decidewho—� or � —cheats.A malicious �� couldrefuseto pay. In this case,
 would ask � to send
thegood(s)or to sendthesamecopy againasbefore.Evenif � deliveredthegood(s)beforeit requiresno
costsfor � to sendthesamecopy multiple timewhich is in contrastto thecaseof tangiblegood(s).If such
aconflictarisesthedeliverycouldbedoneundertheobservationof 
 or any othertrustworthyparty. Thus

� canbeforcedto pay.

A seriousproblemwith intangiblegoodsstemsfrom piracy andtheinfringementof copyright. Sincedig-
ital goodscanbe copiedat no costswithout lossof quality, illegal copiesarevery attractive for pirates.
Sincethe ANOD modelcomprisesthreeparties—
 , � , and � —that tradewith digital goods,andsince
two parties—� and � —candealwith illegal copies,a specialspecialprotectionmechanismis needed.
This mechanismshouldhelp 
 to identify theparty—� or � —which hasdistributedillegal copiesof 
 ’s
good(s).Furthermore,the identifying informationmustalsobesufficient to convince third partiesof the
identity of themaliciousparty. Thereforethemarkedcopy which is distributedlegally hasto beunknown
to thedistributor. If not thedistributor couldgive a copy to someotherpartyandaccusethelegal receiver
having redistributedit. Themechanismto overcometheseproblemsis offeredby thedoubleapplicationof
asymmetricfingerprinting.

The conceptof asymmetricfingerprintingof digital good(s)wasalreadypresentedin the previous sec-
tion. In the following we restrictour discussionto thosekind of intangiblegoodsto which asymmetric
fingerprintingcanbeapplied,e.g.,multimediacontent.In a first step,while 
 providesits productto � ,
theproductis markedby asymmetricfingerprinting.If � redistributesthis productlegally to � upon � ’s
order, thecopy which is deliveredgetsa secondasymmetricfingerprint.Furthermore,� informs 
 that �
ordereda copy of a specificgoodby forwarding � ’s order, and 
 confirmsthereceiptof this information
asdescribedabove.It is requiredthatthetwo asymmetricfingerprintsdonot interferewith eachanother.

If 
 findsa copy of a digital goodat some �� it cancheckby theinformationprovidedby � if �� is a legal
buyer of the good.If �� is not known asa legal buyer 
 cananalyzethecopy andprove to third parties
thatit stemsfrom � ’s copy. Herethefirst asymmetricfingerprintin thecopy is exploited.But evenif some
illegalcopy turnsupwhichcanbetracedbackto � it is notclearat thistimewhichpartyis malicious.There
aretwo possibilities:(1) � is malicious,becausehehasredistributedanillegalcopy to �� . This impliesthat

� hasnot informed 
 that �� is a legal buyer. Or (2) � hasdelivereda legal copy to a malicious � which
hasredistributedanillegalcopy to �� .

If � actedhonestlyit hasinformed 
 abouttheidentityof thelegalbuyer � . Now, � cananalyzethecopy
foundby 
 andproveto third partiesthatit stemsfrom � ’scopy. Furthermore,� has
 ’sconfirmationthat

� informedhim about � to bea legal buyer. This provesthat � is honest.Additionally, 
 canverify itself
if � is known to him asa legal buyer. In this case,� will beaccusedfor redistribution of illegal copies.
Herethesecondasymmetricfingerprintin thecopy is exploited.If � cannotprove to third partiesthat the
foundcopy oncebelongedto a certaincustomerwho wasannouncedto 
 by � to bea legal buyer, � will
beaccused.

Concerningprivacy problems,theANOD modelshows thesamepropertiesasthepreviously considered
ANO andANOPmodel.

To summarizetheANOD modelwe seethatit is alsobasedon a morebalancedtrustmodel.Thereareno
specialorone-waytrustprerequisitesthatarenecessaryfor themodel.Likein theANO andtheANOPcase,
theANOD modelcanalsobeappliedif thereis no mutualtrustbetween� and 
 . Sincetheintermediary
is responsiblefor delivery andhasaccessto the digital goods,this model requiresspecialmechanisms
to copewith copyright protectionproblems.Hereit alsohasto beconsideredthat thecostsfor copyright
protectionandpossiblynecessaryconflictresolutionmustbein relationto thevalueof thetradedgoods.To
beworth theeffort theadditionalcostscausedby thesemechanismsmustbemuchlower thanthecostsof
thegoods.This impliesthatthevalueof thetradedgoodshasanimpacton theapplicabilityof theANOD
model.Besides
 , � gainsconsiderableinsight into � ’s personaldata.The ANOD model is attractive
whena specialdeliveryarrangementis requiredthatcannot beprovidedby 
 , e.g.,deliveryof largedata
packageswhen 
 only hasaccessto limited network bandwidth.
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4.5 Comparisonof the Models

In the previoussectionswe have discusseddifferentbusinessmodelsinvolving 3 partiesfrom a security
point of view. We have analyzedthe potentialfor privacy infringementandfraud for thesemodelsand
haveshown theminimalmechanismsto securethem.Thediscussionshows thatmodelwith betterprivacy
protectionhave morepotentialfor fraud (A model)andvice versa(AN, ANO, ANOP, andANOD mod-
els).The A modelcanonly be appliedreasonablyif the intermediarytruststhe provider. In contrastthe
AN, ANO, ANOP, andANOD modeldonot requiremutualtrustbetweenintermediaryandprovider. This
distinctionmayconsiderablyinfluencethedecisionwhethertwo partiesstarta businesscooperationwith-
out knowing eachother. In theANOP andANOD models,the intermediaryoffersspecialfunctionalities
(payment,delivery) to the provider. Thesemodelsareattractive if the provider cannotfulfill specialre-
quirementsrelatedto thesefunctionalities.TheA, AN, ANO, andANOPmodelareapplicableto tangible
andintangiblegoods,whereasin theANOD modelprecautionsfor securingintangiblegoods(copyright
infringement)arerequired.Thevalueof thetradedintangiblegoodshasanimpacton theapplicabilityof
theANOD model.

5 Conclusions

Thesuccessof businessmodelsin e-commercedependsonhow well they supportsecurebusinessinterac-
tionsamongthebusinessactors.Dueto thecomplexity of thenew models,which involveahighernumber
of rolesandinteractions,securitymustbebasedon a systematicanalysisthatclearlyexposesthepossible
threatsandsupportsanoverallsecurityassessmentof theintendedmodelbeforeit is deployed.Onthebasis
of suchanalysis,it is possibleto apply, combine,or augmentstandardsecuritymechanismsto achieve the
requiredlevel of security.
In this paperwe have presenteda systematicapproachfor theassessmentof businessmodelsecurity. As
the basisfor a securityanalysiswe have broken down the businessprocessinto 5 phases:advertising,
negotiation,ordering,payment,anddelivery. We have presenteda 3-partymodel (customer, intermedi-
ary, provider) for modelinginteractionsin e-commercebusinessmodels,describedtheir possiblerolesin
thephases,andthe exchangedartifacts.We themappedthis generallyapplicableunifiedmodelonto the
commone-businessmodelsandconcepts.
We analyzedthesecurityconcernsof eachphasewith respectto mappingsof thephasesontothedifferent
partiesin our model.This analysisfacilitatesoverall securityassessmentof specificbusinessmodels.The
5-phases/3-partymodelallows a designerto classifya businessmodelandassessits security. We have
analyzedbusinessprocesseson a conceptuallevel, discussedtheir securityproblems,andhave provided
conceptualproposalsfor addressingthesecurityissuesif technicallypossible.
As a main resultof our securityanalysiswe have demonstratedthe impactof assigningdifferentphases
to different partnerson the security level that is objectively achievable.The level of security that can
be achieved dependson the party that performsa certainphase.For example,different security levels
arepossibledependingon whethernegotiationis doneby the intermediaryor the provider. As a result,
dependingonwhichpartyperformsa givenphase,differentsecuritymechanismsmustbeapplied.
In somemodels,correctoperationdependson trustandcannotbesecuredin anobjective way, i.e., some
partiesmust always be honestfor the model to work. For example,the A model—portal,associated
partners—canonly work correctlyif the intermediaryis trustworthy (but no mechanismexists to enforce
this).In severalothermodelswehaveanalyzed,objectivesecurityis possible.Thisdistinctionmayheavily
influencethechoiceof possiblebusinesspartnerssinceit defineswhethera businesspartycanpotentially
defraudanotherpartyor suchfraudmaybepreventedby securitymechanisms.
If a 2-partybusinessmodelis extendedto ann-partymodelthenthesecurityissuescannotbeaddressed
by solely applyingstandardsecuritymechanismssuchasauthentication,signatures,or securepayment
methods.Insteadthe overall securityof the n-party modelheavily dependson the assignmentof phases
amongthe partners.Additional securityissuesemerge dependingon a concreteassignmenteven as the
securityissuesof a2-partymodelmuststill beaddressedadequately.
Ourresultsshow thatmany intrinsicsecurityissuesexist in commone-businessmodelswhichareaddressed
only to a limited extent in currente-businesssites.Assessmentof theseproblemsandthe applicationof
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adequatesolutionsmaydeterminethesuccessof e-businesssitesin thelong run.Suchassessmentmaybe
madesystematicallyon thebasisof ourphasemodel.
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