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Abstract. New e-commercdusinessnodelsattemptto exploit informationtechnologyto overcome
the limitations of traditional businessmodels.The usualmotivation is to lower costsby improving
theefficiengy of businesgprocesseneof of thebasicrequirementsor the successf thesebusiness
modelss securitymechanismagainstheftor otherfraud.Earlye-commerceystemaisedcustomized
securitysolutions.With therapidincreasen the numbersof suchsystemshowever, developingcus-
tomizedsecuritymechanismér eachsystenis notaviablesolution.Anotherreasoragainstheuseof
customizedsecuritysolutionsis the compleity of the new businessmodelsandtheir continuousevo-
lution. The compleity of the modelsstemsfrom anincreasean the numberof rolesandinteractions.
Thesimplecustomeivendormodelis oftenaugmentedby alargenumberof third-partyintermediaries,
complicatingthe overall securityassessmentf e-commercéusinesanodels.To addressheseprob-
lems, this paperpresents simpleapproacho understanding-commercéusinessnodelsby phases
in businesgrocesseandrolesandinteractionsn eachphaseA concretebusinessnodelis defined
by mappingit ontoa certainsequencef phasesWe useour modelto categyorizeseveral new business
modelsof currentinterestto the businesscommunity We thenanalyzethe specificsecurityrequire-
mentsof thesebusinessmodelsandhighlight potentialthreatscenariosand describetheir solutions.
The contrikution of the paperis in the decompositiorapproactfor e-commercéusinessnodelsand
its applicationto the systemati@ssessmemf their securityrequirements.

1 Intr oduction

The Internethasbecomethe mostrelevant platform for e-commerceVendorsand customerof various
market sggmentsaretradingvia the Internetusinga numberof differentbusinessnodels.Additional new
businesanodelsemepge dueto the dynamicsin e-commercendnen demandsn the electronicmarkets.
Of course,the main goal of doing businesss to make profit underthe assumptiorthat every involved
party respectghe rulesthat are definedby the legal framework (if sucha framework alreadyexists and
if it is applicableto the trans-nationatharactef e-commerce)As in reallife this assumptions clearly
too idealistic: Experienceshavs thate-commercesuffers from the samepossiblethreats suchastheft or
fraud, as non-electronidousiness Even worsethe possibilitiesof the electronicervironmentsometimes
male it easierto commitillegal actionsat a larger scale.The new businesamodels however, canonly be
successfuif theirtechnicaldesignandimplementatioraredonein a secureway to preventthreats.Thus,
besidebasetechnologiessuchasexchangeformats,interactionprotocols,andpaymentsystemssecurity
isamainissuein e-commercglb].

In early e-commercesystemshe businessnodelswere quite simple. Typically they were electronicre-
implementationf traditional modelswith a small numberof involved roles, for example, customer
vendor custometvendorbank.Thesesystemaisedcustomizedsecuritysolutionsand considerednainly
peerto-peersecurityi.e., securityissueetweertwo communicatiorpartnerg2-partysecurity) With the
rapid explosionof suchsystemsgdevelopingsecuritymechanismérom scratcheachtime is no longera

* This work was supportedn part by the EuropeanCommissionundercontractlST-1999-10288project OPELIX
(OpenPersonalizedlectronicinformationCommerceSystem).
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viable solution.Additionally, 2-partysecuritycannoteasilybe generalizedo n interactingparties(n-party
security),becausevith the numberof interactingpartiesalsoa muchhighernumberof securitythreatsis
possible(for example,by collusionsbetweerparties).

Thisis especiallytruebecaus¢henew businessnodelsarecomplex andevolving becaus¢hey arebasedn
thebusinessooperatiorbetweerseveral partnersThe compleity derivesfrom anincreasen thenumber
of rolesandinteractions.The simple custometvendormodelhasbeenaugmentedy a large numberof
intermediariesand suppliers.The new businesgrocessefrequentlyhave a highercompleity andhave
no corresponding@nalogsin the real world, i.e., they are not re-implementationsf traditionalbusiness
models Furthermorenew techniquesuchassophisticatediserprofiling areintroduced A securitymodel
mustapplyto all rolesandinteractionsandsupportthe integrationof specificsecuritysolutionsbasedon
the specificrequirementsf the e-commercdusinessnodel.

As in the tangibleworld e-husinessis donein phasesad\ertising, negotiation (endswith a contract),
ordering paymentanddelivery (relevantmainly for businessesvolving intangiblegoods) Dependingon
the concretebusinessnodelphasesnay be left out or their ordermay be changedFor example,payment
could be donebeforeor after delivery. The businessmodelsthemseles are definedby mappingthese
phaseontothe partiesinteractingin a businessmnodel,i.e., which partiesinteractin which phaseof the
model.

With the new businessnodelswhich involve morepartiesandmorecomple interaction andthe upcom-
ing domainof i-commerce(trading of intangiblegoodssuchasinformation or software), new security
problemsarisefor which technicalsolutionsexist but have recevedlittle attentionsofar. Secureandtrust-
worthy commerciakelationshipgequirea betterunderstandingf therisksandhow they canbeaddressed
technically Onceanattackis successfuandbecomegpublic,theharmresultingfrom thelossof reputation
canbemuchhigherthanpossibledirectmonetaryjossescausedy theattack.To preventsuccessfuhttacks
theimportantquestiongo be answeredre:

— Whatarethepotentialsecurityholesof thenew businessnodels?

— Whatarethedifferencegor thesebusinessnodelsrom asecuritypointof view if dealingwith tangible
andintangiblegoods?

— Cantheseproblemsbe solvedundersimpleassumptionin thetrustmodel?

— Cantheseproblemsbe solved underharderassumptionsn the trust model (for example,colluding
partners)?

— Whatarethe securitymethoddo solve theseproblems?

A systemati@andgenerabpproacho discoverall possibleproblemsandscenariohiasnotbeendefinedso
far. At the momentsecurityanalysisof businesamodelsis donead hocandheaily dependn intuition

and experience Answersto the previous questionscan only be given for the new businessmodelsin a

generaform. Specificvariantsof businessnodelsmayyield new securityproblems.

This paperpresenta phasesnodelfor e-commerceystemawvhich is appliedin a systematiapproactto

assesthesecurityof ane-commercéusinessnodelanddiscussetechniqueso overcomepossiblehreats.
Section2 presentshe phasesnodel.We describethe involvedbusinessolesandthe exchangedartifacts.
Thenwe breakdown the businessprocessnto phaseqadvertising, negotiation, ordering,payment,and
delivery) anddescribehem.Theactualbusinessnodelsarederivedby mappingthe phase®ntotheroles
that interactin a certainphaseand the sequencén which the phasesoccur At the end of this section
we classifythe currentlyrelevantbusinessnodelsin termsof our model.As a prerequisitfor a security
analysisof businessnodelsSection3 describeshe securitythreatsto be consideredSection4 thenmaps
thesecuritythreatsontothebusinesgprocesgphasegandthusontothebusinessnodels) analyzegossible
threatsfor eachphaseandpresentsecuritymechanisms$o overcomethem. This allows usto definethe
securitythreatsfor a specificbusinessnodelandhow they canbeaddressed-inally Section5 roundsout

thepaperwith our conclusions.

2 Modeling the BusinessProcess

Accordingto [18] abusinessnodelfor e-commercés definedas

— anarchitectureor the product,serviceandinformationflows, including a descriptionof the various
businessactorsandtheirroles;
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— adescriptiorof the potentialbenefitsor the variousbusinessactors;and
— adescriptionof the sourcef revenues.

In this sectionwe definea generalmodelfor e-commercéusinessmodelsaccordingto this definition.

The definitionwill be donein several steps:First we will describethe involved businessactorsandtheir

possibleroles andthe exchangedartifacts. Thenwe will defineand describethe phasesvery business
modelmay involve includingthe possibleservicesjnformationflows, benefitsfor the businessactorsand

sourcef revenuesin thefinal stepwe mapthesephase®ntothe currentlyrelevantbusinessnodelsand

describethemin termsof our model. The definition of businesamodelsin termsof phasesimplifiesthe

investigationof securitythreatsthatwill be donein Section4. Additionally the phasemodelfacilitatesto

coverall possiblebusinessnodelsevenif they arecurrentlynotused.

2.1 BusinessRolesand Artifacts

Every possiblebusinesgnodelcanbe modeledwith threebusinesgoles:customersproviders,andinter
mediariesA customerequestservicesor productsfrom providersor intermediariesexpectsthedelivery
of therequestegbroductor service andpossiblyhasto payfor it. A provider generateandoffersproducts
or servicedo customerandintermediariesgdeliversthemaccordingo the negotiatedbusinesgerms,and
mayrequirepaymenfor them.An intermediaryoffersservicego customersproviders,andintermediaries
andpossiblyoffers productsto customerr otherintermediariesA concretebusinessmodelcaninvolve
ary numberof ary of theserolesbut atleastmustconsistof acustomeranda provider.

The servicesand productsan intermediaryoffers can be manifold. It can provide searchand retrieval
servicesadwertiseproductsor servicesgroup,order enhanceor aggrgateinformationproductsor pro-
vide mediationnegotiation,delivery, security or paymentservicesTheunderlyingideais thatcustomers,
providers,or intermediariexandelegatecertainfunctionalitiesto specializedntermediarieso that they
do not have to addressertainissuesthemseles (e.g.,a credit card compaty offers electronicpayment
servicedor customerandproviders).

In the trading (business)processhetweentheseactorsthe following main artifactsare produced,used,
exchangedandmodified[7]:

Request: definesa serviceor producta partyis interestedn; sentfrom a customeror intermediaryto a
provider or intermediary

Offer: definesa serviceor productof a provider or intermediary(including legal termsandprices);sent
from a provider or intermediaryto a customeror intermediary

Order: if apartyis satisfiedwith an offer (possiblyaftera negotiationphaseynorderis placedwith the
offering party; sentfrom a customeor intermediaryto a provider or intermediary

Product: goods(service,information,materialgoods tangibleor intangible)which aretradedin a busi-
nessmodel;sentfrom a provideror intermediaryto a customeor intermediary

A detaileddescriptionof the above terminologyanda businessanddomainmodelfor informationcom-
mercearegivenin [7]. Additional optionalartifactsrequiredin specialtypesof modelswill be described
togethemvith the modelsin whichthey arerequired.

2.2 BusinessProcessPhases

A typical businessmodel consistsof a combination(of a subset)of the following phasesad\ertising,
negotiation,ordering,paymentdelivery.

Advertising:A party publishesdescriptionsof the available productsto enableother partiesto discover
productsof theirinterestandbrowsethroughavailableoffers. Offersmaybelegally bindingor not. Adver
tising canbeimplementedn mary differentways.For example offerscouldbe publishedon awebsener
waiting for partiesto accesghem,they canbe actively distributed via mailing lists or pushsystemspr
they canbegatheredy anactive searclcomponen{mobile agentswhich wasequippedvith asearching
party’s criteria.

Negotiation: Oncea party hasfound a productof interestit canstartnegotiatingthe businesgermsand
possiblythe propertiesof the product.In the simplestcaseno neggotiationtakesplaceat all (becausehe
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provider’s offersarenot negotiableor becausehe customeiis satisfiedwith the offer) andtherequesting
party acceptghe offer. Independentlyf the concretenegotiationprocesshe negotiationphasesndswith
anagreemenbetweertheinvolvedpartiesasanecessarprerequisitdor thefollowing phasesNegotiation
andad\ertisingcantrigger eachothermutually: If no agreementanbe reachedh party canrequesnew
offersor thepartyissuingthe original offer cansendnew offers.

Ordering: After anagreemenbn the productandthe businesgsermshasbeenreacheda party may order
theproduct.If theagreemenis legally binding,we call it acontract

Payment:If a productrequirespayment,then monetaryvaluesmust be exchanged,.e., somekind of
paymentoccurs.We considerpaymentfrom a high-level point of view dueto the arbitrarywaysit can
be done:It may involve credit cardinteractions,a bonuspoint system,micro-paymentsor real money
transfersandheavily dependsn the appliedpaymentmodel.For example,the full price of the product
could be paid at onceor in rates,a flat-fee may be paid for a service,or a pay-perusefee may be due
for eachuseof a product.Sincethesemodelsinvolve very differentconcernsve addresghe conceptual
supersebf their securityissuesut do notgointo detailwith the appliedpaymensystemsaindassumehat
the paymentransactioritself is securedn afeasibleway.

Delivery: In this phasetheinvolvedproductis deliveredto the requestingoarties.Securityin the delivery
phaséheaily depend®nthenatureof theproduct.For tangiblegoodsthesecurityprecautionsvell-known
from non-electronicommercesystemsapply. For intangiblegoods however, new securityissuesmustbe
takeninto considerationfFor example,intangiblegoodssuchasprogramsor documentsnaybeduplicated
by a maliciousparty and distributed or sold without the knowledgeor consentof the copyright holder
(copyright infringement,fraud); a party may have the permissionof the copyright holder for licensed
productionbut paysthe licensefee for a subsetof the copiesonly; the productcould be tamperedwith
on its way to the receving party; or the productmay never reachthe intendedrecipientdueto theft or
simply becauseof technicalproblems(network failure, systemcrash).Thesescenariogequire special
consideratiorto obtain securitystandardgor intangiblegoodswhich are comparablgo tangiblegoods.
Thesecurityproblemsof intangiblegoodsandanapproacho addresshemarepresentedh [8].

The possiblebusinessmodelsare derived from the abose phasesby mappingthem onto the rolesthat
interactin acertainphaseandthesequence whichthephasesccur For example if adwertisingis mapped
ontothe customerandthe intermediarybut all otherphasesare donedirectly betweenthe customerand
theprovider, asshovn in Figure2, thenthis definesheassociategartnerbusinessnodel.

2.3 The IncrementalBusinessPhasedModel

In the following we consideran incrementabusinesgprocessn which the provider graduallydelegates
phasegi.e., functionality)to the intermediary This simplifiesthe presentatiomut doesnot excludeother
modelsor violate the generalapplicability of the approactbecauset facilitatesto modelthe supersebf
possiblesecurityconcernsandabstractdrom the initiating party: If a phaseis skippedthenthe security
concerndefinedfor thatphasedo not apply;if a phases performedby the provider insteadof the inter-
mediary(asin ourincrementamodel)thentheinvolvedsecurityissuesverediscussedn a previousstep
of theincrementamodelandmustbe applied;andif theinitiative in a phasds reversedthenthe security
issuexaneasilybederivedfrom theoriginal phasdn theincrementamodel.

Dependingon the appliedbusinessmodel the sequencef phasesnay differ from the sequencen the
incrementalmodel as discussedelow. For example,the adwertising and negotiation phaseswill occur
in the ordergiven below andthe sequencef the following phasesnay be changedIn anotherbusiness
modela productmight be deliveredto a party without prior adertising,negotiation,andordering,on the
basisof a party’s profile. In sucha model,the receving party may testthe product;sendit backif it is
not interesting,or in caseit is, enterinto the negotiationand paymentphasesafterwards.Somebusiness
modelsmayrequirepaymento follow the successfutlelivery of the product.

In principle any sequencef the phaseds possibledependingon the businesamodel. We usethe incre-
mentalmodelasa specialconfigurationwithout constraininggeneralityto enableeasierassessmerf the
securityconcernsAlso the numberof intermediariesnvolved may differ. For eachphasen the procesa
dedicatedntermediarymaybeused For example oneintermediarymaybein chageof adwertising,nego-
tiation, andordering,paymentmay be donevia the servicesof a creditcardcompary, anddelivery would
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be provided by a specializedogistics compaly. However, this doesnot have animpacton the general
applicabilityof ourmodel.

Figure 1 shaws the simplestmodel (UML sequencealiagram[14]) whereall interactionsoccur directly
betweerthe customerandthe provider (for clarity reasonghe UML diagramsarenot completebut focus
onthemaininteractionsanddataflows).

Customer Provider

I I
I |
advertize product

* negotiate business terms

e — e _____

order product

pay product

deliver product

Fig. 1. Directmodel:customemndproviderdo notemploy anintermediary

At themomentthis modelis usedfrequently It involves2-partysecurityissuesonly which arewell inves-
tigatedandstandardsolutionsexist for all phasesHowever, it is likely to diminishin importancebecause
it requiresthe full setof functionalitiesfor all phasest the customerandthe provider which may yield
“heavy” applicationsand may necessitateonsiderablénstallation efforts on the customerside (if the
phasegresupportedy softwareanddo notsimply rely ontheuserfilling outwebformsandthusdriving
the processvia the input data). This modelis typically known ase-shopmodelor portal, if the portalis
focussedn the productsof oneprovider. Sincemary of thetermsdenotingsuchmodelsareratherfuzzy,
overloaded andimprecisewe introduceour own terminologywith exact definitionsandthenrelatethis
terminologyto the commoncurrentterms(this may be a m:n mapping).In our terminologywe call the
modelgivenin Figurel thedirectmodelof e-commerceln thedirectmodelthe provideris in full control
of thewholeprocessat the costof having to provide all requiredfunctionality. The sourceof revenueare
clearsinceonly the provider andnointermediariegreinvolved.

The currenttrendin e-commercegjoestowardsthe separation-of-concermmaradigmin which specialized
intermediariegraduallytake over partof the functionality (phases)The benefitfor the provider in these
modelsis thatit candelegatepartsof the processandneednotimplementit andpaystheintermediaryfor
the service(s)it provides.The customemmay alsobenefitbecausehe modelsmay allow the customerto
comparepricesandproductscombinethem,or simply orderthemata singlelocation.In thefirst model—
the A model—showvn in Figure?2 theintermediarytakesover theadwertisingphasefrom the provider.

Customer Intermediary Provider

|
|

advertize product |
] ‘

|

* negotiate business terms !

order product

pay product

deliver product

Fig. 2. A model:intermediaryadwertises

To be ableto do adwertisingfor a provider (typically oneintermediarywill do this for mary providers)
the intermediaryneedsmarketing information from the provider. Marketing information canbe of very
differentquality. For example,it may be a descriptionof the provider or individual products pr a product
catalog(with or without pricing information).We summarizehis classof artifactsunderthetermcatalog.
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Onthebasisof thecatalogsinformationtheintermediarycanadwertisetheproductf theproviderin mary
ways.For example,(partsof) thecatalogcanbeputontheintermediaryswebsever, sentto customerand
otherintermediariewvia email,pushsystemsor ICE [20], andenterednto searchengines.

The A modelis appliedfrequentlyin currente-commercapplicationsSuccessfusiteslike Amazon.com
arebasedon this model: Amazon.comadwertiseshe booksand CDs of variouspublisherson its web site
andvia links thatthird-partiescanput on their web siteswhich referto Amazon.cons website or specific
parts(products)The A modelcorrespondo (processportals[16] suchasAmazon.conand/orassociated
partnerprogramssuchasAmazon.cons[1].

IntheAN modelshavnin Figure3theintermediaryprovidesnegotiationserviceadditionallyto adwertising.

Customer Intermediary Provider

I I
I |
advertize product

* negotiate business terms

T
|
|
|
|
|
|

= e |

|
|

order product

T
|
]
I
pay product |
T
I
I

deliver product

Fig. 3. AN model:intermediaryadwertisesandnegotiates

For the negotiationservicethe provider mustsupplytheintermediarywith anadditionalartifact—thepric-
ing and discountmodel This modelshouldenablethe intermediaryto negotiatewith the customerin a
meaningfulway on behalfof the provider. Dependingon the compleity andcompletenesef this model,
negotiationcanreachfrom simplediscountsfor orderinga highernumberof productsup to sophisticated
modelsbasedn customehistory, customeclassificationprdersize, paymenproceduregtc. This heavily
depend®n theamountof informationa provider wantsto discloseto theintermediary

Figure 4 shavs the ANO modelin which the intermediaryalso doesorder processingon behalf of the
provider additionallyto advertisemenandnegotiation.

Customer Intermediary Provider

I I
I |
advertize product

I
I
|
I

* negotiate business terms :

b oo ____ I

I
I
|

order product

forward order

L]

pay product

deliver product

Fig. 4. ANO model:intermediaryadwertises negotiatesandprocessesrders

In this modeltheintermediaryadditionallyrequiresanorder specificatiorartifactfrom the providerwhere
the providerdefinegheattributesandrequirementgor a syntacticallyandsemanticallycorrectorder With
thisinformationat handtheintermediarycanrequestll requiredinformationfrom the custometo create
andsenda correctorderthatthe provider will acceptFigure4 doesnot definewhethereachorderis sent
immediatelyto the provider: It is alsopossiblethatthe intermediarycollectsordersandsendshemto the
providerin onemessagémaybeonceaday).

The ANO modelandthe following onesadditionallyallow the intermediaryto provide higherlevel ser
vicesto the customerThe intermediarymay offer combinedor syndicatedporoductswhich the customer
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mayordet This(combinedrdermaybesplit by theintermediarjinto sub-order$or severalproviders(in-

cludingitself) to accomplistthe overallorder In this caseseveralprovidersmayinteractwith thecustomer
in the paymentanddelivery phasegif thesephasesarenot coveredby theintermediary).

Figure4 depictsthe ANOP modelin which the intermediaryprovidesa paymentserviceon behalfof the

provider additionallyto advertisementnegotiation,ordering.

Customer Intermediary Provider

| |
| |
advertize product

* negotiate business terms

|
|
|
|
|
|
|
|
= e |
|
|
|
|

order product

forward order

pay product

forward payment

deliver product

Fig. 5. ANOP model:intermediaryadwertisesnegotiatesandprocessesrdersandpayment

Dueto the numberof availablepaymentserviceghe intermediarymay alsoactasa paymentgatevay in
this configuration.Any combinationof paymentservicesand paymentprocessesan be usedhere.For
example,the customersnay pay the intermediaryusinga micro-paymenprotocolsuchasMillicent and
the intermediaryaccomplishepaymentwith its providersvia a macro-paymenprotocol suchas SET
after having accumulated large numberof customempaymentgo keepSET transactiorcostslow. This
separatiorireesthecustomerndtheproviderto supporialargenumberof differentpaymenimechanisms.
Finally, Figure6 shavs the ANOPDmodelin which theintermediaryalsotakesover the delivery andthus
is thesingleinteractionpartnerof the customeion behalfof the provider.

Customer Intermediary Provider

I I
I |
advertize product

* negotiate business terms

|
|
|
|
|
|
b o e i
|
|
|

order product

forward order

pay product

forward payment

[intermediary does not have product]
deliver product

deliver product

Fig. 6. ANOPD model:intermediaryadwertises negotiates processesrdersandpaymentanddelivers

Typical delivery mechanismare(asin all otherconfigurations)download(the customeigetsa username
anda passwrd and candownloadthe productfrom a web or FTP site), email (the productis mailedto

the customer)push(thecustomerrecevesthe productvia a pushsystemthisis usefulfor productswvhich

evolve over time suchasnews or stockquotes),or physicalshipmentvia courierservicesThe last case
is relevant especiallyif tangiblegoods(CDs, books,furniture, wine, etc.) mustbe shipped.This type of

shipmenis outsidethe scopeof our model.

Additionally the intermediarymay actasa delivery gatavay. For example,the intermediarymay provide

a uniform delivery servicefor its customersvia WWW download and have multiple differentdelivery

channeldor its providersincluding licensedproduction.This may dramaticallysimplify delivery for the

customerandstill supportthe useof sophisticatedlelivery mechanisméetweerthe intermediaryandits

providers.Severaldeliveryarrangementarepossiblen the ANOPD model:Theintermediarymayrequest
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the productfrom the provider every time it needso deliver it; the intermediarymay have the producton
stockandrequest certainquantityfrom theprovideronly if its stockgoesbelov acertainthresholdpr the
intermediarymay be licensedto “produce”the product(licensedproduction).Productionin this context
actuallymeanghattheintermediarymayaddavalid serialnumbetto theproductor hasbeenprovidedwith
theunfinishedproductandsomesoftwareto createthefinal product.ln ary of thosedelivery arrangements
new securityproblemsareintroduced.Sincethe intermediaryphysicallyhasthe product,it may produce
unlicensectopiesandsell them.This is a generaproblemwith intangiblegoodsandwill be discussedn
Section4. A possiblesolutionfor partof this problemis the applicationof doublefingerprintingby the
producerandtheintermediary

The ANOPD modelalsoallows the intermediaryto actin a new role. It cancombineproductsof several
providersautonomoushandcreate pffer, andsell combinedproducts For example theintermediarymay
combinestockquoteswith analysesndsell this new kind of information.Thustheintermediarybecomes
akind of provideritself (value-addingeseller contentsyndicato). However, it is uncleamwhereto exactly
draw theline betweeranintermediaryanda providerin this case.

As statedat beginning of this sectionphasedn the incrementalmodel may be left out in order not to
constrainits generality As anexample we alsoconsidethe ANOD modelwherethedeliveryis takenover
by the intermediarywhile paymentstill is donebetweenthe customerandthe provider and evaluateits
securityin Section4. We have chosenthis examplebecausef its high relevancein real configurations.
For example the provider maynot have enoughetwork bandwidthto efficiently distributeits information
goodsto a high numberof consumersvhile theintermediaryhasbut it maynotwantto handover payment
to theintermediarylIn this casethe ANOD modelwould beapplied.

2.4 Mapping of BusinessModels

In the previous sectionwe have alreadyidentified somecorrespondences our modelwith well-known
e-commercenodelsandarchitecturesThe e-shopmodelandportal (for one provider) correspondo the
directmodel A (processportal andtheassociateghartnermodelcanbemappedntothe A model Several
others,suchas (process)ortex, dynamicallytrading processeshird-party marketplace,(value-adding)
reseller or virtual communitiesrequirespecialconsideratiorsinceno simple1:1 mappingcanbe defined
for them.

The (process)ortex architecturd16] is similar to a portal. The differenceis thatin a vortex marketplace
the interactionsbetweencustomersand providersoccurthrougha third-party (the intermediary) A vor-
tex would correspondo the AN modelandthe subsequentodels(dependingon the servicelevel of the
vortex). The dynamicallytrading processesnodel[16] extendsthe vortex model.In this modelneither
businesgprocessesor the setof possibleinteractionsarepredefinedinsteada uniqueprocesanbe dy-
namicallyconstructedn a percustomebasig16]. Dynamicallytradingprocessebave the samemapping
asthevortex sincethey only addhigherflexibility to thevortex modelbut do not extendit otherwise.

A third-partymarletplacearchitectureeanbe mappedntoall our modelsotherthanthedirectmodeland
denotesa wide rangeof architecturesDependingon the serviceghatanintermediaryprovidesit defines
amoreadwancedmarketplace The (value-addingyesellerand(content)syndicatormodelscorrespondo
our ANOPD modelwhereaghe conceptof virtual communitiess orthogonatto our modelsand simply
depend®nwhethersucha serviceis providedby theintermediaryor producer

3 Security Threatsand Solutions

Securityis widely understoodisakey pointfor theacceptancef e-commercePartiesthatareinvolvedin
businesgelationshipgain securityby applyingtechnicalandorganizationameansBeforethe designof
a securesystemthe businessmodelhasto be analyzedo identify whathasto be protectedagainstwhich
potentialattacler andwhich partsneednot be securedbecausehe partiestrust eachother The resultis
the trust modelwhich is the basisfor ary further steps.To enablean analysis,we have to considerthe
capabilities skills, andtime the attacler is assumedo have. Thencritical pointshave to be determined,
thevaluesfor all involved partiesandthe possibilitiesfor dishonespartiesto achiese advantagesllegally
mustbe identified. Other problemswith dishonespartiesto be regardedconcernthe infliction of losses
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to otherparties,e.g.,denialof service.In suchcasesthe advantagesreindirect: causingproblemsfor a
competitorcanhave positive influenceon the attacler’'s own businessAnotheraspecto be consideredn
atrustmodelarepotentialcollusionsof involvedparties Evenif securityconceptgesistattackshatwere
performedby individual attaclersthey canbecomedramaticallyinsecuraf attaclersexploit theircommon
power. In reality, the strengthand restrictvenessof the trust modelto be chosenis not only driven by
securityaspectsBecausesecuritycanoftenbe expensve, the expenditurefor securityhasto be compared
with expectedossesausedy certainsecurityholes.If securitycostsexceedtheestimatedossessecurity
solutionscannotbejustifiedeconomically

Securitymethodscanbe classifiednto thoseproviding preventionof attackge.g.,encryptionfor conceal-
mentof information)andthosefor detectiorof attackge.g.,verificationof messagetegrity or verification
of signaturdorgery).Furthermoregconsequencdsr attaclershave to be definedclearly This mustbeac-
complishedyy laws andregulationswithin alegal frameavork sincetechnicalsecurityis not sufficientfor a
securebusinesenvironment.Additionally, an arbitrator is neededvho hasthe authorityto imposethese
consequencdsasedn the evaluationof someevidenceprovidedby thedetectiormechanismsA party A
whichis in conflictwith party B cancorvinceanarbitratorof B’s faultonly if it canpresentanevidence
which canbe only createdby party B. Presentingnformationthat canalsobe createdby otherparties,
e.g., 4, is insufficient for this purpose Therefore the technicaldesignmustinclude specialmechanisms
wheneer a businessnteractionrequirescorvincing meansto prevent maliciouspartiesfrom infringing
thebusinessr legal rules.Additionally, trustedthird parties(TTP) suchascertificationauthoritiesor time
stampingauthoritiesarefrequentlynecessarin securityconceptsTheseconcept®itheralwaysuseTTPs
or the TTPsareusedonly whensomeparty cheats.

Actions of maliciouspartieswhich shouldbe preventedin businesgprocessesire catgorizedunderthe
summarizingermsprivacyinfringementandfraud

Privacy infringement: This catgyory denotesactionsby which maliciouspartiesintendto find out in-
formationaboutotherparties.Suchattackscanhardly be detectedy the victims. Consideringa business
relationwe have to distinguishif the privagy infringementis performedby a party which is involvedin
the businesgelationor which doesnot participatein the businesgelation.Inside a businesgelationthe
involved partnersn generalhave to revealinformationto eachotherto a certaindegree.For example,a
customemayhave to provide nameandaddressthe knowledgeof acustomers buying preferencesanbe
exploitedfor identifiablecustomerprofilesfor datamining anddirectmarketing purposesor the offering
party may have to revealits price modelwhich could beinterestingfor a competitor Studieshave shavn
that userswantto reveal aslittle personainformationas possiblebecausehey fearlossof privagy and
potentialmisus€6, 19].

Two approachesxist for avoiding misuseof personaldatasuchas collecting, processingr passingit
to otherparties:regulationby legal framework, e.g.,[4], andtechnologiesvhich constrainor fully avoid
unauthorizednhsightinto personatiata.Solelyrelyingonlegalframeworkis aninsufficientprotectiorsince
thisis equivalentto trustingthatotherpartieswill follow therules.Furthermorein aninternationaktontext
the legal framework is still very heterogeneouslechnologieghat hide personaldatafrom interacting
businesspartnersare not developedso far asto be usedin real trading scenariosTechnologiesvhich
provide anorymity exist andcanbeusedto surftheInternetor to hideall identifiableinformationfrom the
communicatiorpartnerin emails,e.g.,[5, 13,17], but cannot be usedin businesgelationsthatarebased
on contracts.

Besidethis intra-businesgprotectionalso protectionagainstpartiesnot participatingin the businesgela-
tionshipmustbeconsideredE.g.,awiretappewhois interestedn whataspecificpersorbuysor how often
avendorsellsa specificproduct.This problemcanbe easily solved by exchangingencryptedmessages.
Severalencryptionmethodsandwaysfor exchangingeryptographideys canbe usedhere[9]. O

Fraud: In this classificatiorfraud coversdifferentintentionsof maliciouspartiesthatcaneitherbeinside
or outsidethe businesgelationshiplt comprisesnasqueradingf parties,manipulationof messagese-
pudiationof binding agreementsandtheft of goods.Securesystemanustbe ableto detectsuchattacks
immediatelyandthey shouldprovide the victim with enoughevidenceto identify the maliciouspartyun-
doubtedIlyto corvinceanarbitrator

In masqueradingttacks maliciouspartiesclaim to have someotherparty’s identity. The motivation for
masqueradingn businesgelationshipsnaybe for profit or simply beingdetrimentako others. Examples
aresendingmessagewith forgedsenderaddresspr usingservicesandchaging it to someotherparty’s
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accountThesolutionto this well-known problemis authenticationwherewe have to distinguishbetween
dataorigin authenticatiorandentity authenticationDataorigin authenticatiorprovidesthe recever of a
messagavith the identity of the party which originatedthe messageHowever, this doesnot preventan
attackin whichamaliciousparty copiesanauthenticatethessagandresendsdt laterclaimingtheidentity
of theoriginator Thissecurityholecanbefixedby applyingentity authenticatiomvhichguaranteeboththe
identity of thecommunicatiorpartnerandthathewasreally sendingherecevedmessageAuthentication
methodscan also be classifiedaccordingto whetherthey can be usedas evidenceto corvince a third
party or not. If they canbe usedthey alreadyhave the quality for the introductionof non-repudiationas
will be discussedelow. E.g.,a messagauthenticatiorcode (MAC) would be no sufficient evidenceto
convince third partiesundoubtedlythat a messageriginatedfrom a claiming party, whereasa digitally
signedmessagevould [9].

Manipulationof messages anothersecurityproblemin businesgelationshipghat hasto be prevented.
E.g., an attacler thatis not involved in the businessrelationshipcould increasethe pricesin offers on
their way to a custometto dissuadénim/her The motivationto manipulatemessageis alsosimply being
detrimentato othersor for profit. To preventmanipulatiormethoddor verifying theintegrity of exchanged
messageareapplied.Again we candistinguishtwo casesis it sufficient to detectmanipulationat all or
shouldthe detectionalsoprovide sufficient evidenceto corvinceathird party of theintegrity andvalidity
of adocument?n the secondcasethis additionallymeanghatthe originatorof a valid documenticannot
claim thatthe documentwaschangedat a latertime. This alreadytoucheshe problemof repudiationof
bindingagreementdn businesselationsagreementareoftenbinding.E.g.,a partyshouldnot be ableto
claim not having placeda certainorderif it actuallydid, or it shouldnot be possiblethat a party falsely
claimshaving recevedanorderfrom anotheparty. In bothcasesthe orderingpartywould repudiatevhat
therecever claims.A conflictin which a partyrepudiatehaving agreedo somebusinessietailsrequires
evidencethat canbe usedto corvince a third party or to identify the dishonesparty. A solutionto this
problemare unforgeabledigital signaturesasfirst sketchedin [3]. A digital signatureof a messages a
numbemwhich depend®n a secrekey thatis only known to the signer andon the contentof the message
thatis signed.Thevalidity of the signaturecanbeverifiedeasilyby everyoneusingthe signers public key
andwithoutknowing the secret.

Whene&er commercialgoodsare tradedthe the possibility of theft mustbe consideredThis problemis
well-known in the tangibleworld and measuresretakento avoid it. In the areaof i-commercedealing
with intangiblegoodsthe situationis differentandmuchmore complicatedDigital goodscanbe copied
easilyat nearlyno costsandwithoutlossof quality. An original andits copiesareidenticalandcannotbe
distinguishedlllegal copying andredistrilution of intangiblegoodsis hardto detectbecauseén contrast
to theftin the tangibleworld the originalis still availableto its rightful ownerafterwards.Two approaches
exist to copewith this piracy problem:preventive methodausingtampetresistanhardwareandrepressie
methodsasedn fingerprintingtheintangiblegoods.

The approachbasedon specialtamperresistanthardware moduleshasshown its limitations becauseof
practicalandeffectivenesgeasonsAlthoughfingerprintingcannotmake copying datatechnicallyimpos-
sible,it canpreventmaliciouspartiesfrom redistrituting informationgoods.The goal of fingerprintingis
to embednvisibly someinformationinto eachcopy to make it unique[10]. Thisinformationcanbe used
laterto identify thebuyerof acopy. If anillegalcopy is foundthesellercantracethecopy backto thebuyer
who hasredistritutedthe copy. Fingerprintdn informationgoodshave to fulfill severalrequirementsThey
shouldnot harmthe functionality or representationf the datathey areembeddedn, buyersor a certain
numberof colludingbuyersmustnot be ableto locatethe marks,marksmustnot be deletedby processing
andcompressionandmustnot be corruptedby embeddinghew fingerprints.

If it is sufficientfor a sellerto know which buyerhasredistributedanillegal the sellercanfingerprinteach
sold copy on his own. But if he alsowantsan evidencefor a third partyto proofthatanillegal copy was
redistritutedby a specificbuyer, thenthe selleris not allowedto know the fingerprintedcopy atthetime
of sellingit. If thesellerwould have thefingerprintedcopy he/shecouldillegally distributeit afterhaving
soldit to anhonestuyerandthenclaim thatthis buyer hasredistritutedit. Onthe otherhand,he mustbe
ableto identify the buyerif hefindsa copy onedayatanunexpectedoarty. Thesepropertiesareprovided
by asymmetridingerprintingasdescribedn [11,12]. Unfortunately the casein which a maliciousbuyer
redistributesan asymmetricallyfingerprintedcopy cannotbe distinguishedrom the casein which some
otherparty stealsanasymmetricallffingerprinteccopy from anhonestouyer. O
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The methodsvery briefly describedabove are the basictechnicalmeansto avoid privagy infringement
andfraudin businesgprocesseBesidethesetechnicalmeansalsoorganizationameansandthe careful
assignmendf responsibilitiesn organizations—whictarebeyondthe scopeof this paper—arenecessary

2].

4 A Security View on BusinessProcesses

In this sectionwe shav security problemsin complex businessprocessesnvolving three parties.The
well-known direct model of two interactingparties(provider and costumer)neednot be discussedThe
applicationof digital signaturesn offers andordersmakesthemverifiablefor authenticity integrity and
non-repudiatiorpurpose andsecurepaymentsystemsand copyright protection(e.g.fingerprinting)exist
(intangiblegoods).Our discussiorof securityissuesn 3-party modelsdescribegossiblesolutions—we
do notclaimthatthe presentedolutionsaretheonly ones.

In the discussiorof the modelswe assumaeslittle trustaspossibleandthatsecurityis basedn technical
meansWe alsoaddressheissueof non-repudiationwhichis requiredto obtainbindingmessagesyher
ever possible In generalwe assumehatall communicatiorshavn in the following subsectionsvill be
encryptedo preventexternalpartiesfrom wiretapping.

In thefollowing, we discusgheA, AN, ANO, ANOP, andANOD modelsln all thesemodelsthreeparties
areinvolvedfor the executionof the 5 phasesSincein the ANOPD modelrequiresonly 2 partiesinteract
in thesephaseshebasicsecurityissuesarealreadycoveredasin thedirectmodel.

4.1 The A Model

In this modelthe intermediaryl only performsadwertisingon behalfof the provider P. If I's marketing
efforts aresuccessfulthe costumerC' startsto negotiatewith P. Therefore,P hasto provide its catalog
cat at I's disposabeforel canstartmarketing.cat hasa validity periodstartingat time ¢t; andendingat
t2 which have to be communicatedo I. For reason®f authenticationintegrity verification,and conflict
resolutionby third parties,P createsa digital signaturesigp(cat, I, t1,t2) thatdepend®n cat, I, t1, and
t2, andpasseshe signatureto I. After positive verificationof the signature I createssigy(cat, P, t1,ts)
andrepliesit to P. This signatures a confirmationthat I really received cat andis informedaboutthe
validity period. Thesignaturealsodependsn P sothatno otherparty P providing the sameproductscan
claimhaving aconfirmationof I. If P distributesdifferentcatalogsat, andcat. to differentintermediaries
I, andI,, I; and I, shouldbe preventedfrom exchangingthe catalog.Therefore,P’s signaturedepends
ontherecever I. Both parties,P and !, shouldstorethe recevedsignaturedecausehey canbe usedas
evidencedn caseof intentionalmaliciousactionsby someparty. The evidencescanbe verified by a third
party(e.g.,anarbitrator)to identify adishonesparty. E.g.,sinceP hasstoredsig;(cat, P, t1,t2), I cannot
adwertiseexpired offersandafterwardsclaim that P requiredthis.

Having received P’s catalog,l canstartwith the marketingactiities. In general,P and I cancooperate
in two ways: (1) P paysa constantamountof money to I for its adwertising service,or (2) P paysa
commissiorto I for eachsaleresultingfrom I's adwertisingactvities. From a securitypoint of view the
first caseis notinteresting.P andI have a contractthatguaranteeg afixedincome.The secondcaseis
moreattractvefor P sinceit motivates/ to dogoodadwertisingand P needshotcheckif or how I is doing
its job.

Wheneer I givesary adwertisinginformationto C it shouldbe digitally signed.This is necessaryor
severalreasons(l) it canbe usedfor anintegrity check;(2) it canbe usedas proof if I doesnot work
properly;and(3) it canbe usedfor theauthenticatiorof I andfor theassignmenof the commission.
Thethird pointis essentiain thismodel. Theidentity of I hasto beforwardedby C to P while negotiating
or ordering.Then, P knows which intermediarydeseresthe commissionTherefore theinformationref-
erencingl astheintermediaryhasto be beprotectedagainsmodificationby amaliciousparty  thatcould
replacethereferencdo I by areferencdo itself: A digital signature®f I couldbedeletedandreplacedy
anew signatureof anothemparties.The stratgjiesto avoid this attackdependon the power of theassumed
adwersaryln caseheadwersanyis anexternalpartythattriesto replacel’s signatureby its own signatureit
sufficesto encryptthecommunicatiorbetweeny andC'. In the casethattheadwersaryhasthepowerof I's



12 Hauswirthetal.

Internetserviceprovider, thesituationis morecomplicatedHereI shouldaskC' to confirmthatits signed
adwertisemenhasreached” properly If I doesnotreceve C’s confirmation,it may becomedistrustful.
In reality, thereareseveralexamplesin which the informationfor theidentificationof the intermediaryis

transmittedwvithout protection.

The low protectionlevel in real businessrelationshipsmay be dueto further weak assumptionsvhich
areinherentin the A model:In the A modelI musttrust P. Sincel doesnot seeary orderor contract
negotiatedbetweenC and P, I doesnotknow if C really buysandhow muchit spendghere.ThusI has
totrustthat P is honestandprovidesI with propersalesnformation.Of course[ couldaskC for asigned
and unique purchaseconfirmationwhich indicatesthe price and also holds a signedand uniguereceipt
from P. Butit is questionabléf sucha schemewould work in practicebecausé& gainsno benefitfrom

its additionalwork. Evenif sucha schemewasintroduced,P could colludewith C to achiese a win-win

situationby offering goodsatalower priceif C did notinform I aboutthe purchase.

So far we have only describedhe potentialfor ary kind of fraudin the A model. The secondissueto

consideiis privagy infringementAs longas! getsnoinformationif C' andP aredoingbusineswith each
otherthereareno dataconcerning” thatcanbecollected processedyr usedby I for otherpurposeskEven
if I recevesinformationspecifyinghow muchmoney C' spendswhile doing businesswith P it doesnot
know which productsC' is buying.

In summanthe A modelhassomeadvantagen theareaof privacy protection\While providersgetinsight
into the personaldataof costumersno other partiescanlearnaboutthe costumersinterestsor collect
personatlataof thecustomerThe A modelis basedn atrustedrelationbetweertheintermediaryandthe
provider. Theintermediaryshouldnot cooperatewith the provider if it doesnot trustthe provider. Thus,
it is questionabléf the A modelshouldbe appliedfor ad-hocbusinesscooperationsOn the otherhand,
introducingsecurityinsteadof trustwould have a negative impacton potentialprivacy infringements.

4.2 The AN Model and the ANO Model

In thesemodelsthe intermediary! performsadertisingand negotiation.In the ANO model, I is also
responsibldor forwardingthe orderasa signedcontractto P. In the AN modelthe orderingis doneby C
himself.In bothmodelsP providesI with apricinganddiscountmodelpdm, in additionto the catalogue
cat, to enablenegotiationby I. Both, cat and pdm, andtheir validity periodshave to be signedby P
similarly to the signingdescribedn the A modelto avoid theattacksdescribedibore. The sameappliesto
theadwertisingphaseAll adwertisingmessageshouldbedigitally signedby I. If C is interestedn some
product,it canstartto negotiateaboutthe final price or othernegotiablepropertiesAll messagethatare
exchangedn the negotiationphasebeforethe final contractshouldbe protectedagainstmodificationand
alsobechecledif they arecreatedandsentby theclaimingparty. If bothnegotiatingpartnerdinally agree
andC intendsto purchasehey finish the negotiationwith a bindingcontract.Therefore,I andC signthe
contractwhichincludesall therelevantbusinesgparametersuchasdescriptionof thegood,price,identity
of both I and C, date,constraintsor delivery, and more. This will be doneby filling in andsigninga
contractor orderform which is providedby P. In the AN model,the contractis sentto P by C, while
in the ANO modelit is sentby C' andforwardedby I. The contractandthe signaturecanbe verified by
P andadditionallyit cancheckwhether! followedtherulesof the pdm. If not,for example,becausd’s
offeredpricewasto low, P cancanprove I's fault by shaving I's confirmationsignatureon the pdm and
I'ssignatureonthe contractIf I did actproperlyit cannullify ary falseaccusatiorthroughP’s signature
onthepdm andthecontractsignedby I andC.

In the ANO model,after having forwardedthe signedcontract,l requiresP to sendthe commissionAll
contractshave to be uniquelyidentifiable(e.g.,by a uniguenumberor timestamp)ecauseopiesof the
samecontractwill notbe acceptedy P. This preventsan intermediaryfrom sendinga contractmultiple
times.Uponreceiptof the commission] mustsenda confirmationof having recevedit for eachspecific
contractto P. This confirmationprotectsP againstmultiple commissiorclaimsfor the samecontract.If
a malicious I requestghe commissionmultiple times and refusesto sendthe paymentconfirmation P
canprove the mone transactiorvia a trustworthy paymentauthority Thus canbe forcedto sendthe
paymentconfirmation.As long as P hasno evidencethat provesthe paymentof the commissionit will
losea conflictwith I andhasto paythe commissionSincel hasa prooffor every good P soldasaresult
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of I'sactvities, this modelalsoworksevenif I doesnottrust P. Thereis alsono obviouspossibilityfor a
collusionbetweenP andC' asin the previousmodel.

In the AN model,after C hassentthe signedcontractto P, I waitsfor the commissiorfrom P. Having
recevedit, I hasto confirmthe receiptof eachpaymentasin the ANO model.In AN model,it is still
possiblethatC' changedts mind afterhaving signingthe contract—ofwhich I holdsa copy—anddoesnot
sendthe signedcontractasanorderto P. In this case,] would wait acertaintime for thecommissionand
thenwould inquire P aboutthe commissionAt this stage,l cannotknow if C' did not sendthe contract
orif P triesto cheator simply failedto sendthe commissiorto I. In all casesl canshowv a copy of the
contractto P, andaslong as P hasno confirmationfrom I for the paymentof the commissionfor that
specificcontract,P would have to pay. In casethat C' changedts mind anddid not sendthe contractto
P, P canusethe copy of the contractprovidedby I anddeliver the goodswhich C' hasconfirmedin the
contract.Thismodelalsoworksif I doesnottrustP. Butin caseof notreceving thecommissiorin time,
hedoesnotknow whosefault—P’s or C’s—it was.Thedelivery andpaymentn bothmodelsarehandled
between” and P asin thewell-known directmodelandthusrequiresno furtherdiscussion.
Regardingprivacy aspectsthe propertiesof the AN andthe ANO modelareequialent.In both models
I gainsconsiderablénsightinto the costumers’personaldata,their interestsand actiities. I knows all
productsC is interestedn andhow muchit is willing to pay for them.This knowledgenot only derives
from theinteractionwith C duringmarketing,negotiation,andcontractingSincel hasaccesso the pdm
it can cateyorize customergrobablyenrichedwith further propertiesthat canbe critical from a privacy
protectionpoint of view. Sincel canalsoactasan intermediaryfor several providers Py, ..., P, it can
aggr@ateandconcentratéots of personatlatawhich canbe of high relevancefor I's own corebusiness.
Summarizingthe propertiesof the AN andthe ANO models,we seethat thereis a larger potentialfor
privagy infringementbut a muchmore balancedrust modelfor the businesgprocessThe AN andANO
modelscanbe appliedevenif thereis no trustbetweenl and P. To build up sucha businesgelationship
it is not evennecessaryhatthey know eachother However, sinceC' hasthepossibilityto changets mind
after signinga binding contractwhich implies somefurther workflow for conflict resolution,the ANO
modelseemgo bepreferable.

4.3 The ANOP model

The ANOP modelis similar to the ANO model. The differenceis that I is alsoinvolvedin the payment
processC sendghepaymento I afterordering.Thus,I candirectlywithholdthecommissiorit is entitled
to. Therestof themoney is forwardedo P togethemwith theorderandthesignedcontractHaving receved
thisartifactsP candelivertheorderedyood(s)o C. To enablepropercooperatiorin the ANOP model,the
sameprerequisiteasin the ANO modelhave to befulfilled (e.g.,provisionof cat andpdm). The security
requirementgor theearly phasesdn this modelareclearby thediscussiorof the previousmodels.

Let us supposenow that I hasreceved the signedorderfrom C and C replied the confirmationto it.
Sincel recevesthe mong directly from C in the ANOP model,thereis no necessityfor I to collect
evidencesn orderto proof its claim for the commissiorresultingfrom its actwvities. Uponthe receiptof
thepayment,[ hasto confirmthereceiptto C with a digital signatureeferencinguindeniablythe payment
to theuniqueorder Thus,C getsanundeniableroofthatit paidfor a certainorderif someconflictarises
later Of coursea dishonest' couldtry to cheatby claiming the money transferwithout actuallyhaving
doneit andaccusel of not having sentthe confirmation.Similarly, a dishonest could refuseto send
the confirmationto C afterreceiptof the money andrequesthe money again.All theseproblemscanbe
solvedeasilywith thehelpof theinvolved paymentauthoritieghathave registeredall money transactions.
To illustratethis, considerthe casethat I claimsthat C' did not pay after the placemenbf the order C
would reactby claiming thatit paid but did not receve a confirmationfrom I. In this situationit is not
clearwho triesto cheat.This problemcanbe solved easilyby meansof trustworthy paymentauthorities.
SupposehatC haspaidandamalicious] triesto cheatby claimingthatC' did notpayanddoesnotreply
the paymentconfirmation.In this caseC cangeta confirmationfrom its paymentauthority that proves
the payment.With this confirmation] is forcedto sendthe paymentconfirmation.In the other casein
whichadishones€ did notpaytherequeste@mounit cannever geta confirmationof anhonespayment
authority Being unableto getsucha confirmationwould force C' to pay. AfterwardsI will confirmthe
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receiptof thepaymentThustheinterventionof atrustworthy paymentauthorityassureshat! recevesthe
paymentandC recevestheconfirmationin bothcases.

After deductingthe commission,I forwardsthe restof the paymentto P with a clearandanundeniable
referencaotheconcernedrder TheuniqueordercontainingC’saddressndthedescriptiorof theordered
good(s)whichis alsosignedby I canbe sendin parallelto the paymentor before.Thus, P knowswhere
the orderedgood(s)have to be deliveredto. If I later denieshaving sentthe messageP canusethe
accompaxing evidenceasproof againstl. In ary casethereceiptof theundeniableorderandthereceipt
of the paymenthave to be confirmedundeniablyto I by P. Thus P cannotclaim later having receved
differentdata.Sinceboth P andI holdevidencesi.e.,signedconfirmationsabouttheexchangednessages
all responsibilitieor intentionalor unintentionafaultscanbeassigneaasily Otherproblemsconcerning
paymentandconfirmationcanbe solvedwith the help of paymentauthoritiesasalreadydescribedabove.
After P hasverified all datait hasreceved from I it candeliver the orderedgoodsto C. In caseC
complainghatit did notreceive thegoods thedishonesparty canbeidentified(e.g.,I did notforwardthe
mone andorder, or P receivedthemoney but did not deliver the goods)becausehis party doesnot have
thenecessargvidences.

Fromthe privacy point of view the ANOP modelis comparablevith the ANO model.Here I alsogains
considerablénsightinto C’s personaldata.l canlearnthe samethingsaboutC asin the ANO model.
Like in the ANO model,the ANOP modelis basedon a balancedrust model. The ANOP modelcan
be appliedevenif thereis no mutualtrust betweenl and P. One advantageof the ANOP model over
the ANO modelis that potentialdoubtful intermediariexcan be corvinced easierto participatein such
businesscooperationsThey obtain money directly from the costumeranddo not have to wait for their
commissiorfrom the provider. Corverselythereis norisk for the produceysinceit cankeepsthe good(s)
until receving the money. The ANOP modelseemdo beattractve if P cannotfulfill somerequirements
concerningpaymente.g.,P acceptonly oneor afew paymensystemsvhile I offersavarietyof payment
systems.

4.4 The ANOD model

In the ANOD model I performsthe delivery of the orderedgood after the receptionof the orderwhile
C transferghe paymento P. Therefore,P hasto provide I with the orderedgood(s)in advance.Let us
assumehattheearlierphasesresecuredasin the ANO modelandbothC andI hold asignedcopy of the
order In theANOD modell knowsexactly how muchwassoldresultingfrom its actiitiesandalsohasun-
deniableproofsfrom all theordersit receivedthataresignedby the costumersThusthereis no possibility
for adishonesf to claimthatit soldlessproductsvia I's actities. ThereforeJ non-repudiablforwards
eachrecevedorderto P andwaits for a confirmationthat P hasreceived a copy of eachspecificordet
(Later, we will alsoneedtheforwardingof the orderandthe confirmationof receiptfor copyright protec-
tion. Therethesenon-repudiablenessageare usedfor informing P aboutthe identity of legal buyers.)
Thereby P knows which costumerorderedwhich productat what price via which intermediary Mean-
while, C' cansendthe paymentto P accompaniedvith its order Uponreceiptof the paymentP sendsa
confirmationof receiptto C. If adishonest refusesto sendhis paymentP canenforcethe paymentoy
usingthe copy of the orderwith C’s signature Problemselatedto dishonestlaimsconcerningpayment
andthe confirmationcanbe solvedvia trustworthy paymentauthoritiesasexplainedin the ANOP model.
Furthersecurityaspectoncerninghe provision of goodsto I anddelivery dependonthekind of goods.
In this context we classifythemastangibleor intangible.In caseof tangiblegoods,P hasto provide each
pieceto I physically After the receiptof the order I candeliver the good(s)itself or by via a delivery
serviceif theorderedgood(s)areon stock.In bothcases(C confirmsthereceiptof thegood(s)andreplies
theconfirmatiorto I sothatC latercannotclaimthat’ did notdeliver. I or thedeliveryservicedonothand
overthetangiblegood(s)if they donotreceie aconfirmationby C. Thus,aslongas hasno confirmation
of delivery from C it is enforcedto deliver. For the sale of simplicity assumehat the delivery service
is trustworthy. If C refusesto pay andclaimsthat I did not deliver the good(s)P asksI to shav C’s
confirmationof delivery. If C is dishonesandI providesP with C’s confirmationof delivery P canforce
C to pay. If I cannotshav C’s confirmationP canforce I to deliver.

In the caseof intangiblegoodsthey canbe deliveredelectronically We assumehat I holdsonecopy of
eachintangibleinformation productin its databasevhich it usesto createthe copiesof the productsto
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be delivered.If delivery is doneelectronicallya dishonesiC' canreceie the good(s)without replying a
confirmationandclaim thatit never recevedthegood(s)srom I. In this situationit is not possiblefor P
to decidewho—I or C—cheatsA maliciousC could refuseto pay. In this case,P would ask[ to send
thegood(s)or to sendthe samecopy againashefore.Evenif I deliveredthe good(s)beforeit requiresno
costsfor I to sendthe samecopy multiple time whichis in contrasto the caseof tangiblegood(s)If such
aconflictariseshedelivery couldbe doneunderthe obsenationof P or ary othertrustworthy party Thus
C canbeforcedto pay.

A seriousproblemwith intangiblegoodsstemsfrom piracy andtheinfringementof copyright. Sincedig-
ital goodscanbe copiedat no costswithout loss of quality, illegal copiesare very attractive for pirates.
Sincethe ANOD modelcompriseghreeparties—, I, and C—thattradewith digital goods,andsince
two parties— and C—can dealwith illegal copies,a specialspecialprotectionmechanisiris needed.
This mechanisnshouldhelp P to identify the party—I or C—which hasdistributedillegal copiesof P’s
good(s).Furthermorethe identifying informationmustalsobe sufiicient to corvince third partiesof the
identity of themaliciousparty. Thereforethe marked copy whichis distributedlegally hasto be unknavn
to thedistributor. If notthedistributor could give a copy to someotherparty andaccusehe legal recever
having redistritutedit. Themechanisno overcometheseproblemss offeredby the doubleapplicationof
asymmetridingerprinting.

The conceptof asymmetricfingerprintingof digital good(s)was alreadypresentedn the previous sec-
tion. In the following we restrictour discussiorto thosekind of intangiblegoodsto which asymmetric
fingerprintingcanbe applied,e.g.,multimediacontent.In a first step,while P providesits productto I,
the productis marked by asymmetridingerprinting.If I redistributesthis productlegally to C uponC’s
ordet thecopy whichis deliveredgetsa secondasymmetridingerprint.Furthermore/ informs P thatC
ordereda copy of a specificgoodby forwardingC’s order, and P confirmsthereceiptof thisinformation
asdescribedhbove. It is requiredthatthe two asymmetridingerprintsdo notinterferewith eachanother

If P findsacopy of adigital goodatsomeC it cancheckby theinformationprovidedby I if C is alegal

buyer of the good.If C is not known asa legal buyer P cananalyzethe copy andprove to third parties
thatit stemdrom I's copy. Herethefirst asymmetridingerprintin the copy is exploited.But evenif some
illegalcopy turnsupwhich canbetracedbackto I it is notclearatthistime which partyis malicious.There
aretwo possibilities:(1) I is malicious becausée hasredistritutedanillegal copy to C.. Thisimpliesthat
I hasnotinformed P that is alegal buyer Or (2) I hasdelivereda legal copy to a maliciousC which

hasredistritutedanillegal copy to C.

If I actedhonestlyit hasinformed P abouttheidentity of thelegal buyerC. Now, I cananalyzethecopy
foundby P andproveto third partiesthatit stemsrom C’s copy. Furthermore] hasP’s confirmationthat
I informedhim aboutC to be alegal buyer This provesthatI is honestAdditionally, P canverify itself
if C is known to him asa legal buyer. In this case,C will beaccusedor redistritution of illegal copies.
Herethe secondasymmetridingerprintin the copy is exploited. If I cannotprove to third partiesthatthe
found copy oncebelongedo a certaincustomemho wasannouncedo P by I to bealegal buyer, I will
beaccused.

Concerningprivacy problemsthe ANOD modelshowns the samepropertiesasthe previously considered
ANO andANOP model.

To summarizehe ANOD modelwe seethatit is alsobasedn a morebalancedrustmodel. Thereareno
speciabrone-waytrustprerequisitethatarenecessarfor themodel.Likein theANO andtheANOP case,
the ANOD modelcanalsobe appliedif thereis no mutualtrustbetweenl and P. Sincethe intermediary
is responsiblefor delivery and hasaccesgo the digital goods,this model requiresspecialmechanisms
to copewith copyright protectionproblems Hereit alsohasto be consideredhatthe costsfor copyright
protectionandpossiblynecessargonflictresolutionmustbein relationto thevalueof thetradedgoods.To
beworth the effort the additionalcostscausedy thesemechanismsnustbe muchlower thanthe costsof
thegoods.Thisimpliesthatthe valueof thetradedgoodshasanimpacton the applicability of the ANOD
model. BesidesP, I gainsconsiderablénsightinto C’s personaldata. The ANOD modelis attractie
whena specialdelivery arrangemeris requiredthatcannot be providedby P, e.g.,delivery of largedata
packagesvhen P only hasaccesdo limited network bandwidth.
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4.5 Comparison of the Models

In the previous sectionswe have discussedlifferentbusinessmodelsinvolving 3 partiesfrom a security
point of view. We have analyzedthe potentialfor privagy infringementand fraud for thesemodelsand
have shovn the minimal mechanism#o secureghem.Thediscussiorshavs thatmodelwith betterprivacy
protectionhave more potentialfor fraud (A model)andvice versa(AN, ANO, ANOP, and ANOD mod-
els). The A modelcanonly be appliedreasonablyf the intermediarytruststhe provider. In contrastthe
AN, ANO, ANOP, andANOD modeldo not requiremutualtrustbetweerntermediaryandprovider. This
distinctionmay considerablynfluencethe decisionwhethertwo partiesstarta businessooperatiorwith-
out knowing eachother In the ANOP and ANOD models,the intermediaryoffers specialfunctionalities
(paymentdelivery) to the provider. Thesemodelsare attractive if the provider cannotfulfill specialre-
quirementselatedto thesefunctionalities.The A, AN, ANO, andANOP modelareapplicableto tangible
andintangiblegoods,whereasn the ANOD modelprecautiongor securingintangiblegoods(copyright
infringement)arerequired.The valueof the tradedintangiblegoodshasanimpacton the applicability of
the ANOD model.

5 Conclusions

Thesucces®f businessnodelsin e-commercelepend®n how well they supportsecurebusinessnterac-
tionsamongthe businessactors.Dueto thecompleity of the new modelswhich involve a highernumber
of rolesandinteractionssecuritymustbe basedn a systemati@nalysisthatclearly exposeghe possible
threatsandsupportsanoverallsecurityassessmeiaf theintendednodelbeforeit is deployed.Onthebasis
of suchanalysisijt is possibleto apply, combineor augmenstandardsecuritymechanism#o achieve the
requiredevel of security

In this paperwe have presented systemati@pproachor the assessmertdf businessmodelsecurity As
the basisfor a securityanalysiswe have broken down the businessprocessinto 5 phasesad\ertising,
negotiation, ordering,payment,and delivery. We have presentedh 3-party model (customerintermedi-
ary, provider) for modelinginteractionsn e-commercédusinesanodels,describedheir possiblerolesin
the phasesandthe exchangedartifacts.We the mappedhis generallyapplicableunified modelonto the
commone-husinessnodelsandconcepts.

We analyzedhe securityconcern®f eachphasewith respecto mappingf the phase®ntothe different
partiesin our model.This analysisfacilitatesoverall securityassessmerf specificbusinessnodels.The
5-phases/3-partynodel allows a designerto classify a businessmodel and assessts security We have
analyzedbusinesprocessesn a conceptualevel, discussedheir securityproblems,and have provided
conceptuaproposaldor addressinghe securityissuesf technicallypossible.

As a mainresultof our securityanalysiswe have demonstratethe impactof assigningdifferentphases
to different partnerson the securitylevel that is objectively achiezable. The level of securitythat can
be achieved dependson the party that performsa certain phase For example, different security levels
are possibledependingon whethernegotiationis doneby the intermediaryor the provider. As a result,
dependingnwhich party performsa givenphasedifferentsecuritymechanismsustbe applied.

In somemodels,correctoperationdepend®n trustandcannotbe securedn anobjective way, i.e., some
partiesmust always be honestfor the modelto work. For example,the A model—portal,associated
partners—camnly work correctlyif theintermediaryis trustworthy (but no mechanisnexiststo enforce
this).In severalothermodelswe have analyzedpbjective securityis possible This distinctionmayheavily
influencethe choiceof possiblebusinesgpartnerssinceit defineswhethera businesgarty canpotentially
defraudanothemparty or suchfraud maybe preventedby securitymechanisms.

If a2-partybusinesamodelis extendedto an n-party modelthenthe securityissuescannotbe addressed
by solely applying standardsecuritymechanismsuchas authenticationsignaturespr securepayment
methodsInsteadthe overall securityof the n-party modelheavily dependon the assignmenbf phases
amongthe partners Additional securityissuesemege dependingon a concreteassignmengven asthe
securityissuesof a 2-partymodelmuststill beaddresseddequately

Ourresultsshav thatmary intrinsicsecurityissuesxistin commonre-tusinessnodelsvhichareaddressed
only to alimited extentin currente-tusinesssites.Assessmendf theseproblemsandthe applicationof
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adequatesolutionsmaydeterminghe succes®f e-husinessitesin thelong run. Suchassessmemhay be
madesystematicallyon the basisof our phasemodel.
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